orepare for...

Mutation lesting

from junit to Mutation-Testing
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has been coding java since 1996

Projects in the field of: Where??

¢ Automobile-industry

® Energy e L-uUrope

¢ Hinance / Leasing ¢ Asia - from India up to Malaysia

¢ Space- Satellit-
¢ Government /-UN-/ZWorld-bank
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Save harbor statement

The following is intended for information purposes only:. |
can not be held responsible for the overuse of effects and
animations in this presentation. If any person in this room
has a medical condition that is triggered by fast moving

objects on the screen and/or explosions, he/she should
probably better leave now...

(I got carried away by the topic.)
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public class Service {
public int add(int a, int b){
1f(a<2){
return (a+b) * =1;
} else {
return a+b;
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} public void testAdd001() throws Exception {
final int add = new Service().add(0, 0);
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1DD with jUnit @SvenRuppert

public class Service {
public int add(int a, int b){

1f(a<2){
return (a+b) * =1;
} else {
return a+b;
1 ; @lest
} public void testAdd001() throws Exception {
final int add = new Service().add(0, 0);
Assertions.assertlThat(add).isEqualTo(0);
}
@lest

public void testAdd002() throws Exception {
final int add = new Service().add(3, 0);
Assertions.assertThat(add).i1sEqualTo(3);

} .
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Mutation lesting @SvenRuppert

Mutation Testing is a structural testing method

we want to find a way to write "good” tests
how to find "good” tests?
let the machine find the targets

let’'s mutate it... but how?
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Mutation lesting - Frameworks @SvenRuppert

mudava

2003. First released as JMutation (Java Mutation System).

2004. The name was changed to Mudava (Mutation System for Java).

2005. Software Copyright Registration, ALL RIGHTS RESERVED.

2005. Version 2 released with several fault fixes and modified mutation operators.

2008. Version 3 released with minimal support for Java 1.5 and 1.6.

2013. Version 4 released to support JUnit tests and Java 1.6 language features, including generics,
annotations, enumerations, varargs, enhanced for-each loops, and static imports.

2015. Additional and improved error messages. Bug fixes for Opendava. Licensing changed to the
Apache license.
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Mutation lesting - Frameworks
http://pitest.org/

2012. started around 2012 with a small codebase.
2014. very active since 2014

@SvenRuppert

23



Mutation lesting - Frameworks
http://pitest.org/

2012. started around 2012 with a small codebase.
2014. very active since 2014

@SvenRuppert

23



)
o
D
o
°
D
o
o
°
o
o
°
°
o
°
o
e®
°
8
o
)
o
°
J
©
J
®
J
®
2
0
®
J
>
)
24

JJJ—)J
Jj)
059,
0g0s
0

o
: anJ

O )
8@
L <)
=
L)

0.9
)Jj)
5
858,
JEJ.

et Pt Pl S
I
62625%5°%'
RIS
0005000

QO

S J N
oo
)
JJ

®,

P

=)

L)

o

=)

=)
0262028
24

530*

2
o
o,
o
\J
©,

L)
826°6
82650
529
eg0ge
826258

a®,
33
33
®

~

\J
\J

©,
)
o
JJ
)
J
J
J

®,
9,
o,
)
J
J
J
-
)

a.
0e0ess
I
82050
0S8
000030,
332
323292
I3
BB B

°
°
3§
2.
o
=2

.
o®
3

0
‘)J
J
_))

>/lug;;
>
o3
050
i3
826

J
J
)
05
)
9,

)] l,
J
J
®
J
J
o,
)
\J
o,
9,
J
J
e

®,
9,
9,
)
)
J
J

N
)
JJ_)J
53333
=)
3
ses
~ ;Jia
9

02s¢
°
9

o

)

(53

-}

J

J
3
2
J
J
J
2
o)
52
o

J
‘)~

3

33§33
02050
®
0000
o528 26

o
°°
oo
oe
o®.
oo
))
Do ®
PP

o,
9,
iJ
o,
o,
®
)
J
2
J

Mutation Test

01010101010/010/0/0/0/0/0/0 /000 0000000000000000000000000000888%

00700108 01010000 800 00000000000 00000 eseoesss: e e e e TaTe e e ek

L R I I I II I I I I I I I I I I I AT I I TN I )

lefelelefeleleflefe'ele’siela s e s e'c s e o 0 0 s o 0 s 0 0 0 6 o 0" S$§saW__ o c’e e e c's'c s olcle e sie s 0lelelelele

e slslsieisesel00e e 0000000 cc00000e o\mﬁﬁﬂwxxxxxxxxxﬂwvvwwuwman
33 1 I NI I I X IIIIIIN .

Tolole 0/0 0000000000000 00, 0000000 0/000/000000000000000000000
00/0/0/0/0/0/00000000000 )J)J)JJJJ JJJJJJJ JJJJJJJJJJJJJ JJ).JJJ 900! )J) ©00/0.00900000.00000




Mutation lesting - Hello Worla @SvenRuppert
http://pitest.org/

assume the following would make sense ;-)
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Mutation lesting - Hello Worla @SvenRuppert
http://pitest.org/
assume the following would make sense ;-)

public class Service {
public int add(int a, int b){
if i (a<2) H
return: (a+b) * -1;
relse {
return a+b;

}
}
}
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Mutation Testing - Hello Worlo

public class Service {
public int add(int a, int b){
1f (a<2) {
return (a+b) * =1;
; else 1
return a+b;

}

}
1 how many test you will need for..

@SvenRuppert
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; else 1
return a+b;

}

}
1 how many test you will need for..
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Mutation Testing - Hello Worlo

public class Service {
public int add(int a, int b){
1f (a<2) A
return (a+b) * =1;
; else 1
return a+b;

}
}

@SvenRuppert

1 how many test you will need for..

100% Line Coverage... and...

2 for Line Coverage

we will see ;-)
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Mutation lesting - Hello Worla @SvenRuppert

public class Service {
public int add(int a, int b){

if (a<2) {
return (a+b) * -1;
} else {
return a+b;
} 100% Line Coverage... and...

}
}

we have one If statement
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Mutation lesting - Hello Worla @SvenRuppert

public class Service {
public int add(int a, int b){

1f (a<2) A
return (a+b) * =1;
} else {
return a+b;
} 100% Line Coverage... and...

}
}

we have one If statement with an else branch
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Mutation lesting - Hello Worla @SvenRuppert

public class Service {
public int add(int a, int b){

1f (a<2) A
return (a+b) * =1;
} else {
return a+b;
} 100% Line Coverage... and...

}
}

we have one If statement with an else branch

this will lead to 2 junit Tests to get 100 %

26
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Mutation lesting - Hello Worla @SvenRuppert

public class Service {
public int add(int a, int b){
if (a<2) { return (a+b) * -1; }
else { return a+b; I

} ) 100% Line Coverage... and...

@Test

public votid testAddOO1() throws Exception 1
final int: add = new Service().add(0, 0);
Assertions.assertlThat(add).i1sEquallo(0);

}

27



Mutation lesting - Hello Worla @SvenRuppert

public class Service {
public int add(int a, int b){
if (a<2) { return (a+b) * -1; }
else { return a+b; I

} ) 100% Line Coverage... and...

@Test

public votid testAddOO1() throws Exception 1
final int: add = new Service().add(0, 0);
Assertions.assertlThat(add).i1sEquallo(0);

; @Test
public void testAdd002() throws Exception {
final int add = new Service().add(3, 0);
Assertions.assertThat(add).1sEqualTo(3);

} .



Mutation lesting - Hello Worla @SvenRuppert

final int add = new Service().add(0, 0);
Assertions.assertThat(add).i1sEquallo(0);

final tntiadd = new Service().add(3, 0);
Assertions.assertrlThat(add).1sEquallo(3);
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Mutation lesting - Hello World @SvenRuppert

final int add = new Service().add(0, 0);
Assertions.assertThat(add). tsEquallo(0);

public class Service {
public int add(int a, int b) {
: if (a < 2) {

return (a + b) * -1;
} else {
return a + b;

}
}

final 1nt add = new Service().add(3, 0);
Assertions.assertlThat(add). tsEquallo(3);
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Mutation lesting - Hello World @SvenRuppert

final int add = new Service().add(0, 0);
Assertions.assertThat(add). tsEquallo(0);

public class Service {
public int add(int a, int b) {
@ 1if (a < 2) {
return (a + b) * -1;

} else {
return a + b;

}
}

final 1nt add = new Service().add(3, 0);
Assertions.assertlThat(add). tsEquallo(3);

public class Service {
public int add(int a, int b) {
® if (a < 2) {
return (a + b) * -1;

} else {
return a + b;

}

} 28




Mutation lesting - Hello Worla @SvenRuppert

final int add = new Service().add(0, 0);
Assertions.assertThat(add).i1sEquallo(0);
final int add = new Service().add(3; 0);
Assertions.assertlThat(add).1tsEquallo(3);
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Mutation lesting - Hello Worla @SvenRuppert

final int add = new Service().add(0, 0);
Assertions.assertThat(add).i1sEquallo(0);
final int add = new Service().add(3; 0);
Assertions.assertlThat(add).1tsEquallo(3);

we got 100% Line Coverage
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Mutation lesting - Hello Worla @SvenRuppert

final int add = new Service().add(0, 0);
Assertions.assertThat(add). tsEquallo(0);
final int add = new Service().add(3; 0);
Assertions.assertlThat(add).1tsEquallo(3);

we got 100% Line Coverage
How good these tests are?
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Assertions.assertThat(add). tsEquallo(0);
final int add = new Service().add(3; 0);
Assertions.assertlThat(add).1tsEquallo(3);

we got 100% Line Coverage
How good these tests are?
How to measure If these test are good”?

29



Mutation lesting - Hello Worla @SvenRuppert

final int add = new Service().add(0, 0);
Assertions.assertThat(add). tsEquallo(0);
final int add = new Service().add(3; 0);
Assertions.assertlThat(add).1tsEquallo(3);

we got 100% Line Coverage
How good these tests are?
How to measure If these test are good”?

29



)
J
®
J
J
J
J
J
J
J
J
J
®
J
v
J

9,
9,
J
©
J
J
J
J
J
J
®
®
J
o

)
J

D,

0.0.9
Segege:
I
segege:
cogege
00000
)J))J)
0%6%6%
6%6°%°.
)J))J)
)))J))
)))))J
JJ)J 3=
=0
8030 3¢
)J)J
353
I
) S
@

v

30

qiig
33
o5
<3
®
°
3
o
J
0
o8
\)\))
S
o
)

o8
\J
o,
\J
o,
\J
)
\J
o,
")
o,
L)
J
)
®
®
®
J
J
@
J
J
J
J
J

N Pl P P DS S NS NS -
)))JJJ)JJ)J))JJJJ)J
) 0,009 -9.0-9

J 02050209
0059
DIIIIIIDIIIIIII
00000200002 20050000.
0505058((2518
o, \)\.) < J

S
©
e®.
oo,
828
e®
o%%

~
J
\J
"
)
o,

000000
33333333333
2IIIIN

) )
‘? °

JJJ
0.9
050
ego
o2e
ogo

og

o3

A
)J
)3
33
o

S N

J
L)
® Jj
eg00:
2050
000000
eg000.

220
0%e®
o0
8%
o®
3t

o0oCpPpoeoooOoOoOOOOOCOOCOCOOOOOOCOCOOOQOPEOCOOPOCORPOPOOTS

X e ) [ 000000010
JJ%ﬂy o8 ©0000000000000000000000000000000000000000000000 0 JJR?JJ)JJ),
mﬂﬂwwwu fo'e 3 \MVﬂOO%%/J
0000 0~aaigge 0000000080

—
J
9,
\J
o,
ol
o
o

(=} a )/ 00000
J%ﬁﬁxf ,,.? %ﬁﬂﬁfJJ)J
00000 VOO 0000000000

) 00000 ) 0000000000
000000 [ 0000000000
YOO 00 000000000
0000060 3 00000000000
)0 000 ) 0000000000
00000 ) 90000000009
YOO ) 0 GO0
Y 000000000000
i0/0/000000 ©000000000

-
J
23
J
©
©
J
°®
®
3
&

D
©
))

3D
D@2 ® 08

@

@@ @ ® L@

°
°
o,
\J
o
)
)
®,
82
J

L)
35
}‘
)
ogg§g
82058

820!
82050

82828
ogege
82058
00050

0009
@ @@

33
og0
3
o5
I

3
o,
9,
9,
J
J
J

>
J

tj
>
o
o
o
®
S

{ )

‘ =

{ )
%

L)
°

s
o
)
28
JJ
)J
°%

)

> ®
J
J(fi
)
)j)
343
050
o5
)
)
%%
\)\J
000!
i
@,
53
®
3
)
23
28
23
3
=)

) o ®
a
4
j)
))
o5
a
),
®
o®.
°
L )
o5
™
.
°
o®
J\)
°®
o8
)J
J
.9

J
J
>
R
©,
)J
))
J
)
o
52
©
o,
o,
°
o,
®,
J
)
J
J
®

)g
©
o
o
00000,

J
v
J)
J
-3
)
A
D
J
J
D
9
J
J
®
o
)
o
=)
o

\

v

J

J

J

J

©

<)

o

e
)j)j
009"

@28

J
Do P L ©®

J
)
J
J
© B® S0 =

2
2
J

)| J’, ‘/ B

D5 0%
=)
<3
<)

J
2
J
" <

1n

)8
v
B,

00000

) X iC)
Nijﬂw 0000000000
- - 000000000000 00000
) 0000000000000 00000
®) 0000000000000 0 {
JOCICOIC) Jmm1§‘<.

final
final



Mutation Testing - Hello Worlo

final int add = new Service().add(0, 0);

final int add = new Service( ).add(3; 0);

let’'s generate a the mutation report

@SvenRuppert
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Mutation lesting - Hello Worla @SvenRuppert

final int add = new Service().add(0, 0);

final int add = new Service( ).add(3; 0);

let’'s generate a the mutation report
with maven : pittest: mutationCoverage
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final int add = new Service().add(0, 0);

final int add = new Service( ).add(3; 0);

let’'s generate a the mutation report
with maven : pittest: mutationCoverage
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Mutation lesting - Hello Worla @SvenRuppert

final int add = new Service().add(0, 0);

final int add = new Service( ).add(3; 0);

let’'s generate a the mutation report
with maven : pittest: mutationCoverage

org.pitest...mutators.ConditionalsBoundaryMutator
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Mutation lesting - Hello Worla @SvenRuppert

final int add = new Service().add(0, 0);

final int add = new Service( ).add(3; 0);

let’'s generate a the mutation report
with maven : pittest: mutationCoverage

org.pitest...mutators.ConditionalsBoundaryMutator
org.pttest...mutators.IncrementsMutator
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Mutation Testing - Hello Worlo

final int add = new Service().add(0, 0);

final int add = new Service( ).add(3; 0);

org.
org.
org.

let’'s generate a the mutation report

with maven : pittest: mutationCoverage

nitest
nitest

nitest

mutators.ConditionalsBoundaryMutator
mutators.IncrementsMutator

mutators.ReturnValsMutator

@SvenRuppert
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Mutation Testing - Hello Worlo

final int add = new Service().add(0, 0);

final int add = new Service( ).add(3; 0);

org.
org.
org.
org.

let’'s generate a the mutation report

@SvenRuppert

with maven : pittest: mutationCoverage

nitest
nitest

nitest

nitest

mutators.ConditionalsBoundaryMutator
mutators.IncrementsMutator

mutators.ReturnValsMutator
mutators.MathMutator
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Mutation Testing - Hello World

final int add = new Service().add(0, 0);

final int add = new Service( ).add(3; 0);

org.
org.
org.
org.
org.

let’'s generate a the mutation report

@SvenRuppert

with maven : pittest: mutationCoverage

nitest
nitest

nitest
nitest

nitest

mutators.ConditionalsBoundaryMutator
mutators.IncrementsMutator

mutators.ReturnValsMutator
mutators.MathMutator

mutators.NegateConditionalsMutator
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Mutation lesting - Hello World @SvenRuppert

final int add new Service().add(0, 0);
final int add new Service( ).add(3, 0);

Breakdown by Class

Name Line Coverage Mutation Coverage
Service.java 100% 4/4 43% 3/7

31



Mutation Testing - Hello World

final int add

new Service().add(0, 0);
fitnal int add dd(3,;: 0

)
new Service().a ) ;

public class Service {
public int add(int a, int b) {
if (a < 2) {
return (a + b) * -1;

} else {
return a + b;

}

@SvenRuppert
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Mutation Testing - Hello Worlo

final int add
final int add

new Service(

new Service(g.

@SvenRuppert

add (0, 0);
da(3; 0);

if (a < 2) {
return (a + b) * -1;

}

else {

return a + b;
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Mutation lesting - Hello Worla @SvenRuppert

final int add
final int add

new Service().add(0, 0);
new Service().add(3, 0);

if (a < 2) {

return (a + b) * -1;
} else {

return a + b;

. changed conditional boundary -» SURVIVED
. negated conditional -» KILLED

. Replaced integer addition with subtraction -» SURVIVED
. Replaced integer multiplication with division -» SURVIVED
. replaced return of integer sized value with (x == 0 ? 1 : 0) » KILLED

. Replaced integer addition with subtraction -» SURVIVED
. replaced return of integer sized value with (x == 0 ? 1 : 0) » KILLED
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final int add
final int add

new Service().add(0, 0);
new Service().add(3, 0);

if (a < 2) {

return (a + b) * -1;
} else {

return a + b;

. changed conditional boundary -» SURVIVED
. negated conditional -» KILLED

. Replaced integer addition with subtraction -» SURVIVED
. Replaced integer multiplication with division -» SURVIVED
. replaced return of integer sized value with (x == 0 ? 1 : 0) » KILLED

. Replaced integer addition with subtraction -» SURVIVED
. replaced return of integer sized value with (x == 0 ? 1 : 0) » KILLED
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Mutation lesting - Hello Worla @SvenRuppert
final int add = new ServiceEZ.add%@, 0;;
final int add new Service( ).add{3; 0);

if (a < 2) {

return (a + b) * -1;
} else {

return a + b;

. changed conditional boundary -» SURVIVED
. negated conditional -» KILLED

. Replaced integer addition with subtraction -» SURVIVED
. Replaced integer multiplication with division -» SURVIVED
. replaced return of integer sized value with (x == 0 ? 1 : 0) » KILLED

. Replaced integer addition with subtraction -» SURVIVED
. replaced return of integer sized value with (x == 0 ? 1 : 0) » KILLED
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Mutation lesting - Hello Worla @SvenRuppert

fina
fina
fina

L int add = new Service( ).add(0, 0);
L int add = new Service( ).add(3, 0);
. 1nt add = new Service().add(2; 0);

if (a < 2) {

return (a + b) * -1;
} else {

return a + b;

. changed conditional boundary -» SURVIVED
. negated conditional -» KILLED

integer addition with subtraction » SURVIVED

. Replaced
. Replaced
. replaced

. Replaced
. replaced

integer multiplication with division -» SURVIVED
return of integer sized value with (x == 0 ? 1 : 0) » KILLED

integer addition with subtraction » SURVIVED
return of integer sized value with (x == 0 ? 1 : 0) » KILLED
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fina
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L int add = new Service( ).add(3, 0);
. 1nt add = new Service().add(2; 0);

if (a < 2) {

return (a + b) * -1;
} else {

return a + b;

. changed conditional boundary -» SURVIVED
. negated conditional -» KILLED

integer addition with subtraction » SURVIVED

. Replaced
. Replaced
. replaced

. Replaced
. replaced

integer multiplication with division -» SURVIVED
return of integer sized value with (x == 0 ? 1 : 0) » KILLED

integer addition with subtraction » SURVIVED
return of integer sized value with (x == 0 ? 1 : 0) » KILLED
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fina

L int add = new Service( ).add(0, 0);
L int add = new Service( ).add(3, 0);
. 1nt add = new Service().add(2; 0);

if (a < 2) {

return (a + b) * -1;
} else {

return a + b;

. changed conditional boundary -» SURVIVED
. negated conditional -» KILLED

integer addition with subtraction » SURVIVED

. Replaced
. Replaced
. replaced

. Replaced
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integer multiplication with division -» SURVIVED
return of integer sized value with (x == 0 ? 1 : 0) » KILLED
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Mutation Testing - Lesson Learned

Mmutation tests are often leading o

...Cleaner code compared to junit only

@SvenRuppert
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Example of useless Code @SvenRuppert

12 public class ReflectionUtils extends org.reflections.ReflectionUtils {

14 public boolean checkInterface(final Type aClass, Class targetInterface) {
15 2 if (aClass.equals(targetInterface)) return true;

16

17 final Type[] genericInterfaces = ((Class) aClass).getGenericInterfaces();
18 2 if (genericInterfaces.length > 0) {

19 3 for (Type genericInterface : genericInterfaces) {

20 2 if (genericInterface.equals(targetInterface)) return true;

21

22 final Type[] nextLevBackArray = ((Class) genericInterface).getGenericInterfaces();
23 2 if (nextLevBackArray.length > 0)

24 3 for (Type type : nextLevBackArray) {

25 2 if (checkInterface(type, targetInterface)) return true;

26 }

27 }

28 }

29 final Type genericSuperclass = ((Class) aClass).getGenericSuperclass();
301 if (genericSuperclass != null) {

31 2 if (checkInterface(genericSuperclass, targetInterface)) return true;
32 }

33

34

351 return false;

36 }



—xample of useless Code @SvenRuppert

if (genericInterfaces.length > 0) {

for (Type genericInterface : genericInterfaces) {

38
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Mutation Testing - How to start

you need jUnit - to generate the reference
add the pitest-plugin to the build section

@SvenRuppert
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Mutation lesting - How fo start @SvenRuppert

you need jUnit - to generate the reference
add the pitest-plugin to the build section
configure the plugin
generate the reference -> clean , install
run pitest: mutationCoverage
report will be under target/pit-reports
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Mutation lesting - How to start

pom.xml - example - build

<plugin>
<groupld>org.pitest</groupIld=>
<artifactId>pitest-maven</artifactId>
<configuration>
<outputFormats=>
<outputFormat>XML</outputFormat>
<outputFormat>HTML</outputFormat>
</outputFormats>
<targetClasses>
<param>0rg.raptdpm.*</param>
</targetClasses>
<targetTests>
<param>0rg.rapidpm.*</param>
<param>junit.org.rapidpm.*</param>
</targetTests>
</configuration>
</plugin>

@SvenRuppert
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Mutation Testing - How to start @SvenRuppert

pom.xml - example - reporting

<reporting>
<plugins>
<plugtin=
<groupId>org.ptitest</groupld>
<artifactld>pitest-maven</artifactld>
<reportSets>
<reportSet>
<reports>
<report>report</report>
</reports>
</reportSet>
</reportSets>
</plugin=
</plugins>
</reporting>

41
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Mutation lesting - practical usage

Start with some tests
generate the pitest report
write more tests to kil mutations

@SvenRuppert
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generate the pitest report
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e more tests to kill m

if you have time, elimi
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generate the pitest report
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tations
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Mutation Testing - practical usage @SvenRuppert

Start with some tests
generate the pitest report

write more tests to Kill mutations
if you have time, eliminate useless tests

do It one by one

Mutation Q01
Mutation 002

Mutation 003
Mutation 004
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Mutation lesting - practical usage @SvenRuppert

Start with some tests
generate the pitest report

Wrt

e more tests to kill m

-/

ﬂ

if you have time, elimi

do It one by one

Mutation Q01
Mutation 002

Mutation 003
Mutation 004

tations
ate useless tests

--p Killed
=p Killed
=-p Killed
---p Killed
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Summary

If you are interested...

have a look at RapidPM on github

rapidpm-proxybuilder
rapidpm-dynamic-cdi

rapidpm-microservice

or contact me ;-) @SvenRuppert

@SvenRuppert
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