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ANCIENT HISTORY

Everything old is new again



|§REI3IF’IENT
STORAGE

SENSITIVE
DATA



44 B.0G.

That’s 2,054 years ago...
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CAESAR CIPHER

A.K.A.
ROT(2)
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BROKEN

Perfectly safe data is a myth



COMPROMISED

* Bvery algonthm is vulnerable
* Crack by real-time brute force
* Crack by pre-computed tables

* Function of
time + money + hardware



JCE PRIMER

The world of Java crypto




JAVA CRYPTOGRAPHY EXTENSION

Known as JCE
Included in all JREs Since Java 1.2
Pluggable provider architecture

JCE extends Java Cryptography
Architecture (JCA)



JOE PROVIDERS

Default Sun JRE Providers

SUN
SundCE
SundSSE
SunRsaSign



Static

<java-home>/1lib/security/java.security

security.provider.n=masterClassName



Terminal — zsh — zsh

m

security % 13:37:01




REGISTERING A PROVIDER

Dynamic

* Java.security.Security class
addProvider ()

insertProviderAt()

* Not persistent across VM instances



ENCRYPTION LAW
& THE JUE

country borders stop bits




JOE STRENGTH

* Jurisdiction Policy Files
* [wo variants
* Algorithm strength differences



O ho data available
. domestic controls
O lavy demanding decryption 3 ,

O small and special controls |4

&

decryption order and

DOMESTIC CRYPTO REGULATIONS
{(c) Bert-Jaap Koops July 2010

special corkrols

O unclear

. no domestic controls



O no data available
. import controls _
O limited import contrals |

O unclear

. no import controls

CRYPTO IMPORT CONTROLS
{(c) Bert-Jaap Koops July 2010



O no data available & &

O limited controls

EU & Wassenaar
controls

YWassenaar controls
(implementation varies)

. other export controls

) unclear CRYPTO EXPORT CONTROLS

O ho export controls (c) Bert-Jaap Koops July 2010
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JOE STRENGTH

* Strong strength included in all JREs

* Unlimited strength is a separate download

available based on US export rules
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Oracle License

ava SE 6 JDK Source Code
DK 6 source code is avalable for those inerested in explonng the details|




Download Java(TM) Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy Files 6

€ https://cds.sun.com/is-bin/INTERSHOP.enfinity /WFS/CDS-CDS_Developer-Site/en_US /- /| C] ( Q-

ORACLE

Javawv Solaris v Communities v My SDN Account  Join SDN
SDN Home ~ Download Center

Download Java(TM) Cryptography Extension (JCE) Unlimited oM 28
Strength Jurisdiction Policy Files 6

| Oowedwiormetonendfes ___________________________JECgs

Instructions: Click the file name to start the download. %) NetBeans

Required Files
Getting Started?

» New to Java Center
» New to Solaris Center
» Sun Studio

JCE Unlimited Strength Jurisdiction Policy Files 6 Release Candidate
* ice policy-6.zip

Notes: Download Resources

« For download problems or questions, please see the Download FAQs. » Download FAQs

« Ifyou logged in first, you can complete this download any time in the next 30 days. Just visit your » Download Customer
Download History. Service

« For Customer Service, contact Download Customer Service.

Related Resources

» Java.sun.com
» Solaris Developer Center
» JavaFX

» Web Developer Resource
Center

» Developer Services
» JavaOne Online

» Sun Student Developer
Program

» SunSolve
» Sun Microsystems Press

» Sun Partner Advantage
Program for ISVs




S TRONG POLICY

// File: default local.policy

// Some countries have import limits on crypto strength.

// This policy file is worldwide importable.

grant {
permission javax.crypto.CryptoPermission "DES", 64;
permission javax.crypto.CryptoPermission "DESede", *;
permission javax.crypto.CryptoPermission "RC2", 128,

"javax.crypto.spec.RC2ParameterSpec", 128;
permission javax.crypto.CryptoPermission "RC4", 128;
permission javax.crypto.CryptoPermission "RC5", 128,
"javax.crypto.spec.RC5ParameterSpec”, *, 12, *;

permission javax.crypto.CryptoPermission "RSA", 2048;
permission javax.crypto.CryptoPermission *, 128;
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DIGESTS &
HASHES

One way functions



WHAT IS A HASH?

Small set of bytes representing a large
message

Small change in message = large change in
digest

Digests also known as hashes
Same algorithms, different purposes



WHAT IS A DIGEST?

Integrity check (MIC) for chunk of data
or

Password storage mechanism



MESSAGEDIGEST

* java.security.MessageDigest

* Many algorithms available
* MD2
* MD5 (128 bit)
* SHA—1 (160 bit

SHA—256

SHA-384

SHA-512
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MESSAGEDIGEST

U. S. Department of Homeland
Security said MDS is

"considered cryptographically broken
and unsuitable for further use"


http://en.wikipedia.org/wiki/Department_of_Homeland_Security
http://en.wikipedia.org/wiki/Department_of_Homeland_Security
http://en.wikipedia.org/wiki/Department_of_Homeland_Security
http://en.wikipedia.org/wiki/Department_of_Homeland_Security

ORACLE" APIs and Documentation on SDN

Sunw Javaw Solaris ¥ Communities My SDN Account » Join SDN

APIs Downloads Products Support Training Participate

SDN Home > Java Technology ~ Java SE ~ Documentation >

S Print-friendly Version * Download Documentation

Java ™ Cryptography Architecture P (S o 2R A
Standard Algorithm Name Documentation
for Java™ Platform Standard Edition 6
Table of Contents
Standard Names

AlgorithmParameterGenerator Algorithms
AlgorithmParameters Aigorithms

CertificateFactory Types
CertPathBuilder Algorithms

CertPath Encodings
CertPathValidator Algorithms

CertStore Types
Cipher (Encryption) Algorithms

Configuration Types
Exemption Mechanisms

download.oracle.com/javase/6/docs/technotes/guides/security/StandardNames.html

KeyPairGenerator Algorithms

KouSH+nro Tunae




public static String shaAndBase64Encode(String message)
throws NoSuchAlgorithmException {
MessageDigest sha = MessageDigest.getInstance("SHA-1");

byte[] digest = sha.digest(message.getBytes());
return new sun.misc.BASE64Encoder().encode(digest);




public static void main( Stringl] args )
throws NoSuchAlgorithmException

{

String messagel = "Four score and seven(y¢
String message2 = "Four score and seven\tfears ago”;

System.out.println(”Messagel SHA1 digest:
+ shaAndBase64Encode(messagel));

System.out.println("Message? SHA1 digest:
+ shaAndBase64Encode(message?));




INPUT

DmCJIIg4Bqg/xpGIxVXx03IBOvo38=
0alLHt8tr31ttngCDjyYuWowF5Mc=




SYMMETRIC

My key Is your key



WHY SYMMETRIC?

* Fast
* Well suited for bulk data



LUUSING SYMMETRIC

* Secure network for passing keys
or

* Never decrypted at remote end



SYMMETRIC PROBLEMS

Keys vulnerable to capture

Eavesdropping on future communications
after key compromise

Key distribution challenges
Triangular number key growth



SYMMETRIC PROBLEMS

* TRIANGULAR NUMBER KEY GROWTH













java.security.InvalidKeyException;
java.security.NoSuchAlgorithmException;
java.security.NoSuchProviderException;

javax

javax

.crypto.
javax.
javax.

crypto.
crypto.

.crypto.
javax.
javax.

crypto.
crypto.

BadPaddingException;
Cipher;
IllegalBlockSizeException;
KeyGenerator;
NoSuchPaddingException;
SecretKey;

sun.misc.BASE64Encoder;




final String messagel = "Four score and seven years ago”;

//Build a new encryption key
final KeyGenerator keyGen = KeyGenerator.getInstance("DESede”);
keyGen.1ni1t(168);

final SecretKey desKey = keyGen.generateKey();

//Set up the cipher
final Cipher desCipher = Cipher.getInstance("’DESede/ECB/PKCS5Padding”);




desCipher.init(Cipher . ENCRYPT_MODE, desKey);

byte[] clearText = messagel.getBytes();

bytel[] encryptedBytes = desCipher.doFinal(clearText);
BASE64Encoder b64e = new sun.misc.BASE64Encoder();

String baseb4Encrypted = b64e.encode(encryptedBytes);
System.out.println("Encrypted text: " + base64Encrypted);




desCipher.init(Cipher .DECRYPT_MODE, desKey);

byte[] decryptedBytes = desCipher.doFinal (encryptedBytes);
String decryptedText = new String(decryptedBytes);
System.out.println("Decrypted text: " + decryptedText);




INPUT

"Four score and seven years ago”

POFT6N3XXrohtsz70Lh3FGYYOwWErkPIur1DP6Csbj4g=
Four score and seven years ago




SYMMETRIC

Block versus Stream Algorithms



STREAM VS. BLOCK

Specific algorithms for each



SYMMETRIC (BLOCK)



BLOCK

Predefined content length

Well-known end to the content
Files on disk
Inefficient when padding



DES

Data Encryption Standard
Block cipher

Banking industry

DES is known to be broken



SDES

Triple Data Encryption Standard

Block cipher

a.k.a DESede

Basically three passes of DES
Reasonably strong



BLOWFISH

Block cipher
Unpatented (intentionally)

Secure replacement for DES
Faster than DES

32 to 448 bit keys
Overshadowed by AES



AES

Advanced Encryption Standard
Block cipher

GGovernment standard
Rijndael algorithm

(Joan Daemen, Vincent Rijmen)
4 years of evaluation

Final in December 2000
Very Secure



SYMMETRIC (STREAM)




S TREAM

Unknown content length

Streaming video
Streaming voice
But still can do files



RC 4

Rivest’'s Code 4

Stream cipher

Trademarked pname, but not algorithm)
Used by

Browsers in SSL, TLS
WiFi in WEP WPA
BitTorrent

ssh

Microsoft RDP

PDF
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ENCRYPTED = SAFL,
RIGHT?

information leakage from encrypted data



ENCRYPTED ISN’T ENOUGH?
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http://en.wikipedia.org/wiki/Block cipher_modes_of operation



SECURE KEY EXCHANGE

securely swapping symmetric keys






DIFFIEF-HELLMAN

Key Agreement Protocol

Alice & Bob independently generate the shared
(session) key

Published 1976, but invented earlier



DH DIAGRAMMED

predetermined and openly shared

= random = prime
§ =11 B = g3

@ picks a = 6 i picks b = 4

w A= g%mod p w B= g mod p

9=]1¢ mod 23 13=11% mod 23

K= B? mod p K= AP mod p
6= 13° mod 23 6= 9* mod 23

Encryption can begin



WHAT’S WRONG
WITH THIS?



RANDOM NUMBERS

Seed the machine



SECURERANDOM

java. security.SecureRandom

Cryptographically strong pseudo-random
number generator (PRNG)

“Unable to distinguish from a true random
source”

Used in combination with many ciphers



package com.ambientideas;

import java.security.NoSuchAlgorithmException;
import java.security.SecureRandom;




SecureRandom prng = SecureRandom.getInstance(”"SHATPRNG");




String randomNum = new Integer( prng.nextInt() ).toString();

n

+ randomNum) ;

System.out.println(”"Random number:




RESULT

1633471380
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ASYMMETRIC

Throwing away keys
faster than an intern locksmith






RS A

Ron Rivest, Adi Shamir, Leonard Adleman
Published in 1978

M.L.T. Patented in 1983

Patent Expired in 2000


http://en.wikipedia.org/wiki/Ron_Rivest
http://en.wikipedia.org/wiki/Ron_Rivest
http://en.wikipedia.org/wiki/Adi_Shamir
http://en.wikipedia.org/wiki/Adi_Shamir
http://en.wikipedia.org/wiki/Leonard_Adleman
http://en.wikipedia.org/wiki/Leonard_Adleman

2048 bit RSA key

B’s
2048 bit
private key




java.
java.
java.
java.
java.
java.
java.
java.
java.

javax.
javax.
javax.
javax.

10.I0Exception;

security.
security.
security.
security.
security.
security.
security.
security.

InvalidKeyException;
KeyPair;
KeyPairGenerator;
NoSuchAlgorithmException;
NoSuchProviderException;
PrivateKey;

PublicKey;

SecureRandom;

crypto.BadPaddingException;
crypto.Cipher;
crypto.IllegalBlockSizeException;
crypto.NoSuchPaddingException;

sun.misc.BASE64Encoder;




final String messagel = "Four score and seven years ago’;

final KeyPairGenerator keyGen =
KeyPairGenerator.getInstance("RSA");

final SecureRandom random =
SecureRandom.getInstance("SHATPRNG"”, "SUN");
keyGen.initialize (1024, random);

KeyPair pair = keyGen.generateKeyPair();

final PrivateKey privKey = pair.getPrivate();
final PublicKey pubKey = pair.getPublic();




Cipher rsa = Cipher.getInstance("RSA/OFB/PKCSTPadding”);
rsa.init(Cipher.ENCRYPT_MODE, pubKey);

byte[] encryptedBytes = rsa.doFinal(messagel.getBytes());
BASE64Encoder b64e = new sun.misc.BASE64Encoder();

String base64Encrypted = b64e.encode(encryptedBytes);
System.out.println("Encrypted text: " + baseb4Encrypted);




rsa.init(Cipher .DECRYPT_MODE, privKey);

byte[] decryptedBytes = rsa.doFinal(encryptedBytes);
String decryptedText = new String(decryptedBytes);
System.out.println("Decrypted text: " + decryptedText);




INPUT

"Four score and seven years ago”

A8Is+4r7sDn28fD6IQvZiR5IxPs/vh7UnXrF38acJt6R/
AR1sj/zLtC7Xn61JgNQPhc16wkVZhCF

em7oNoim+ooTUDDZQ+E3gP6y/

DZJGKLBoZuZVLeLAWTLUtHSzduRUOg1uMynJz14wxzwfV8wfRwf
atpySkOhGgWS63bPNRs=

Four score and seven years ago




BLENDLED

symmetric with a twist of asymmetric



KEY SIZE & SECURITY

vsd 18 20l
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ENCRYPTION SPEED

asymmetric can be 1000x slower

than symmetric



What do we do about that?




| @

DIt RSA key

B’s
2048 bit
private key




OTHER FRAMEWORKS

and alternative JCE providers




BOUNCY CASTLE

White box implementation of JCE & Emerging Algorithms



Open source library

il Dt O b i C



JASYPT

Frictionless Java encryption






DON’T FORGET
THE HUMANS
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A CRYPTO NERD'S

IMAGINATION) -

HIS LAPTOP'S ENCRYPTED.
LETS RUILD A MILLION-DOULAR
CLOSTER TO CRACK \T.

NO GOooD! TS
Uog6 -BIT R5A\

BLAST! OUR /

EVIL PLAN
\S FOILED! \%%

http://xkcd.com/538/



Matthew McCullough
Email matthewm@ambientideas.com
Twitter  @matthewmccull
Blog http://ambientideas.com/blog

Samples http://github.com/
matthewmccullough/
encryption-jvm-bootcamp



