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HTML5 Offline Web Apps

Allow you to keep usmg web apps and sites without




Offline without AppCache
| A

© Network problem
You tried to access the address hito
that the web address (URL) is Mite://redir.opera.com/portal/speeddiay,

Correctly spelied and py
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Traditional Caching

« Cache duration can be controlled through
Web Server's Cache HTTP headers

o For example, in Apache’s .htaccess file (see
example on next slide)

* Not reliable for offline use
* Browser caching settings also apply

Options

%]
0w & a8 & Q| %

Edit  Wiew History Bookmarks  Tools  Help

General Tahs Content  Applications ~ Privacy  Security  Advanced Swnc J [ about:corfig HTW
History € |- (|C| [ | [ about:corfig
Firefoux will:  |Remember history: W ——

Remember hiskory Eilter: | cache|

Mewer remember hiskory Preference Name . Status Tvpe Yalue
Use custom settings Far history browser .cache. check_doc_frequency default integer 3
browser.cache.disk.capacity user set integer 25600
Firefox will remember your browsing, download, form and search history, and browser .cache. disk. enable default baclean true
keep cookies From Web sites wou visit, browser cache, disk_cache_ss| default boolean brue
browser .cache. memory . enable default boolean true
. f o . browser .cache. of fline . capacit: default integer 512000
‘fou may want to clear vour recent history, or remove individual cookies, ) i S
browser .cache, offline. enable default boolean true
browser kaskbar, previews, cachetime default integer 5
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Web Server Caching Settings

.htaccess File

<IfModule mod_expires.c>
Header set cache-control: public

</IfModule>

Copyright © 2010 - Kaazing Corporation. All rights reserved.

ExpiresActive on
# your document html
ExpiresByType text/html "access"
# rss feed
ExpiresByType application/rss+xml "access plus 1 hour"
# favicon (cannot be renamed)
ExpiresByType image/vnd.microsoft.icon "access plus 1 week"
# media: images, video, audio
ExpiresByType image/png "access plus 1 month"
ExpiresByType image/jpg "access plus 1 month"
ExpiresByType image/jpeg "access plus 1 month"
ExpiresByType video/ogg "access plus 1 month"
ExpiresByType audio/ogg "access plus 1 month"
ExpiresByType video/mp4 "access plus 1 month"
# webfonts
ExpiresByType font/ttf "access plus 1 month"
ExpiresByType font/woff "access plus 1 month"
ExpiresByType image/svg+xml "access plus 1 month"
# css and javascript
ExpiresByType text/css "access plus 1 month"
ExpiresByType application/javascript "access plus 1 month"
ExpiresByType text/javascript "access plus 1 month"

Source: Paul Irish & Divya Manian http://html5Sboilerplate.com/



http://html5boilerplate.com/

Offllne Web Applications
New HTML5 Specification
* Also known as Application Cache (AppCache)

« WHATWG: http://www.whatwg.org/specs/web-
apps/current-work/multipage/offline.html#offline

- W3C.:
http://dev.w3.org/html5/spec/offline.html#offline

« Spec is primarily aimed at browser developers
to ensure interoperability

Copyright © 2010 - Kaazing Corporation. All rights reserved.
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Offline Web Applications

 Allow you to cache pages that have not been
visited
* Browsers cache data in an Application Cache

* Once resources are cached, you can access them
very quickly (without a network request)

« HTMLS5 also allows online and offline detection

+ Using offline mechanism allows you to easily
prefetch site resources (speeds up pages, but
uses bandwidth)

« Pages served using TLS (SSL) can also be
Included to work offline

Copyright © 2010 - Kaazing Corporation. All rights reserved.



Browser Support for
Offline Web Applications

Source: http://caniuse.com/

(the best site for checking browser support for HTML5 features)

Hi-res browser logos: http://paulirish.com/2010/high-res-browser-icons/
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The idea Is simple...
Add a manifest file. reference It.




Developing Offline Web
Applications




Example Manifest File

Manifest File

CACHE MANIFEST

# manifest version 1.0.1

# Files to cache

index.html

cache.html

html5.css

imagel. jpg

img/foo.gif
http://www.example.com/styles.css

# Use from network if available
NETWORK :
network.html

# Fallback content
FALLBACK:
/ fallback.html

Copyright © 2010 - Kaazing Corporation. All rights reserved.



Using a Manifest File in HTML

 Reference the manifest file:

o <name>.manifest — it must match the name of the
manifest file

o Add as attribute to HTML element

l HTML l

<!DOCTYPE html>
<html manifest="offline.manifest'">
<head>
<title>HTML5 Application Cache</title>

Copyright © 2010 - Kaazing Corporation. All rights reserved.



Files: http://bit.ly/9pJ1Zq or:
ch.kaazing.com/training/offline/peter-lubbers-html5-offline-web-apps-presentation-code.zip

——
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Initial Cache Sequence

1.
2.

Access the page (with the manifest attribute)

Page Is loaded and page’s resources are loaded
(from the server)

Manifest Is encountered and parsed, all files
flagged for caching are loaded in the background

Go offline (regular caching is also in effect, so
watch for false positives)

Access a CACHE : resource (loads from cache)

Access a NETWORK resource (FALLBACK content

IS served, files will be available if you go back
online)

Copyright © 2010 - Kaazing Corporation. All rights reserved.



Browser Notification

« Users may have to opt in (similar to

Geolocation)
« Configurable

* Not default in all browsers
¢ HTMLS Application Cache m

iy~ J [gl" Google pJ Feedback -

|(- S - (W [)I( http:fioffline example.com: 9999/inde:, hkml

| E This website (offline. example.com) is asking to stare data an vour computer For offline use.

C_L_.ﬁ._llow J [Ngver for This Site] Mok Mow :}

J >|¢ HTMLS ppplication Cache u s | 53
[ 4= | = ] [ﬂ'ﬂ'l [ D l [ ﬂ' l |}|( http:/foffline. example, com: 9999/ 1r| [E v|Sear|:h with Google
x

Save website (offline, example.com) resources ko the application cache?
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Step 1: First Page Load

File  Edit  Miew  History  Bookmarks  Tools  Help

6 c x {.} I #|< http:ffaffline. example. com: 9999/ index:. html ’]':]‘ *| |£’* Google p|

}I( HTMLS Application Cache | | —— E
— L ——

E This website (offline.example.com) is asking to store data on wour computer For offline use, f [ Allow J [Ne_ver for This Site J [ Mok Mow

Index Page

HTMLS App Cache Events

[ Check far Updates J

Initial status: online

Initial cache status: Uncached

red by HTMLS

[Sal~] Done #
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Step 2: Going Offline

2) HTML5 Application C

5= Edit Wiew History Bookmarks Tools  Help
Mew Window Chrl+M
- . i ' i - [*8 - )
New Tah ChreT | http:}foffline. example com; 9999 index:. hitml ﬁ | |gl Google ,C'|
Cpen Location...  ChrHL | + o
Open File... Chrl+0
Close Window  Chrl+Shift-+ ()
Close Tab Chrl
Save Page As..  Chr4+S n ex a e
Send Link...
Page Setup...
Prink Prewview
prin.. ep HTMLS App Cache Events
[ Check for Updates ]
Import
Initial status: online
Initial cache status: Uncached
Checking for application update
Downloading application update =
Application Cache progress
Application Cache progress
Application Cache progress
Application Cache progress
b
[Sa]+] Done I
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Step 3: Offline We

’) HTML5 Application Cache - Mozilla Firefox

File Edit Wiew History  Bookmarks

6 c x 57 [ >|< http:)joffline.example.com:9999/cache. html

Tools  Help

KAAZING Y|

b Pa

ge

J >|< HTMLS5 Application Cache

'| |£l' Google

[Sel= pone

Lake Tahoe

The cache page and its
image are loaded from
the application cache
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Step 4: Network Page

"} HTML5 Application Cache - Mozilla Firefox
File Edit View History  Bookmarks Tools  Help

.

p—
eﬂv C X & ($TE_ http:ffoffline. example com: 2939 netwark. html ‘\ 7 *| |£’* moogle ,O|
“*q|__—|

J /¢ HTMLS Application Cache

Mavigating to the Network Page
while in offline mode loads the
fallback content.

[“% = Dane *?.'
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Consecutive Load Sequence 1

S\

Go back to online mode
Change the cache.html page on the server

Reload the cache.html page in the browser

The (old) page loads from the application cache
(The changes do not appear!)

The browser checks to see if the referenced
manifest file has been updated and does

nothing since it has not been modified

Copyright © 2010 - Kaazing Corporation. All rights reserved.



Consecutive Load Sequence 2

6. Update the manifest file (make a trivial change,
like a version number comment update)

/. Reload the cache page in the browser

8. The (old) page loads from the application cache
(This is always the first action from the browser,
so the changes still don’t appear!)

9. The browser checks to see if the referenced
manifest has been updated and since it has, it
downloads all the files flagged to be cached

10.The new files are now In the application cache,
reload the page once more to see the latest
changes

Copyright © 2010 - Kaazing Corporation. All rights reserved.
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</Demo>
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The Manifest File

* Manifest file has three sections:
o CACHE :
o NETWORK :
o FALLBACK:

* Multiple sections (of the same kind) are allowed
* First line must be CACHE MANIFEST

« Comments start with # (don’t use inline
comments)

« An application cache is created using the
manifest’s complete URL (you can have multiple
manifest files in a site)
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CACHE: Section

« To cache files in the AppCache, include them in
the CACHE : section or list files directly under

CACHE MANIFEST (defaultis to cache files)

- Add one file per line (full name required)

 Files can contain path information or even be an
absolute URL

* Application caches can't include fragment
identifiers (#) or wildcards

 Case sensitive

 Files that reference the manifest file will
automatically be cached
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NETWORK: Section

* Also called the online whitelist

* Files listed In this section listed will not be

loaded from the cache, but retrieved over the
network (from the server) if online

- You can specify "

o Sets the online whitelist wildcard flag to “open”

o Access to resources on other origins will not be
blocked
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FALLBACK: Section

* Provides a way to fall back if resources
cannot be found

« Specify a fallback namespace and a fallback
page for that namespace:
/ fallback.html

* You can only list one fallback namespace

Copyright © 2010 - Kaazing Corporation. All rights reserved.



Checking for Browser Support

JavaScript

// Simple method
if (window.applicationCache) {
// this browser supports offline web apps

}

//0r just use Modernizr (source: hitp://www.modernizr.com/)
if (Modernizr.applicationcache) {
// We have offline web app support! Continue
operation,
// indicating to the user that the app will sync up
once they get back online

} else {
// No offline support, show errors if the user goes

offline

Copyright © 2010 - Kaazing Corporation. All rights reserved.
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Checking for Online and
Offline Events

JavaScript

window.addEventListener ("online", function(e) {
log("Application is now online") ;
}, true);

window.addEventListener ("offline", function(e) {
log("Application is now offline");
}, true);




Using Web Pages Offline

+ Test offline pages using the
“Work Offline” feature If available

“) Problem loading page - Mozi
®= Edit |Miew History  Bookmz
e Window Ckrl4+-M

(Not in Chrome and WP O orction Cultt
] HTML5 Application Cac nen |:i|E... i
Safari) e on Bt rdon st
. ) Mew Private Tab Close Tab Chri+w
® DISCO n n eCt yo u r | h Mew Window Save Page As...  Chrl+5
computer (does not } :Pt e Send Link..
work for localhost) o s it Pregon
Print... Ckrl+P
¢ Wat-C.h OUt for false ISn?Z:rDtn:nd Expart Import... Fll‘efOX
positives (regular & v Work Offine
browser caching) & pon v

Work QFfline

Showy Menu Bar

Exit

Opera
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Working Offline

Chrome

Firefox

Safari

Opera

Internet Explorer

Disconnect from the network

File > Work Offline

Disconnect from the network

File > Work Offline

N/A (Does not support App Cache)

Copyright © 2010 - Kaazing Corporation. All rights reserved.



ApplicationCache Events

« The window.applicationCache object fires
several events related to the state of the cache

* window.applicationCache.status IS a
numerical property indicating the state of the
cache

o 0 UNCACHED

o 1IDLE

o 2 CHECKING

o 3 DOWNLOADING
o 4 UPDATEREADY
o 5 OBSOLETE

Copyright © 2010 - Kaazing Corporation. All rights reserved.



Event Callback Attributes

onchecking
ondownloading
onupdateready
onobsolete
oncached
onerror
onnoupdateready
onprogress

CHECKING
DOWNLOADING
UPDATEREADY
OBSOLETE
CACHED
ERROR
NOUPDATE
PROGRESS

Copyright © 2010 - Kaazing Corporation. All rights reserved.



Checking App Cache Status

JavaScript

window.applicationCache.onchecking = function(e) {
log ("Checking for application update");

}

window.applicationCache.onnoupdate = function(e) {
log("No application update found") ;

}

window.applicationCache.onupdateready = function (e) {
log ("Application update ready") ;
window.applicationCache. swapCache () ;

}

window.applicationCache.onobsolete = function(e) {
log("Application obsolete") ;

}

Copyright © 2010 - Kaazing Corporation. All rights reserved.



Checking App Cache Status

JavaScript

window.applicationCache.ondownloading = function (e) {
log ("Downloading application update") ;

}

window.applicationCache.oncached = function(e) {
log("Application cached") ;

}

window.applicationCache.onerror = function(e) {
log("Application cache error");

}

window.applicationCache.onprogress = function(e) {
log("Application Cache progress") ;

}

Copyright © 2010 - Kaazing Corporation. All rights reserved.






Serving the Manifest File

- Manifest files have the MIME type
text/cache-manifest

* Most web servers need to be configured to
serve the manifest files correctly

o Served correctly by default by Apache on Ubuntu
Linux and Kaazing WebSocket Gateway

o For Python on Windows/Mac OS X or Apache,
update the configuration files with the MIME type

Copyright © 2010 - Kaazing Corporation. All rights reserved.



Apache Configuration

mime. types File

# Apache mimetype configuration
# APACHE HOME/conf/mime.types
text/cache-manifest manifest

Or:

.htaccess File

# Apache mimetype configuration
AddType text/cache-manifest .manifest

Copyright © 2010 - Kaazing Corporation. All rights reserved.



Prevent Manifest Caching

.htaccess File

# Cache settings for the manifest file
<IfModule mod expires.c>

Header set cache-control: public
ExpiresActive on

# Prevent receiving a cached manifest
ExpiresByType text/cache-manifest "access plus 0 seconds"

</IfModule>

Source: Introducing HTMLS5, Offline Chapter, Bruce Lawson and Remy Sharp
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Python Configuration

mimetypes.py File

# Python SimpleHTTPServer mimetype Configuration
# python —-m SimpleHTTPServer 9999)
'.manifest' 'text/cache-manifest',

Windows:

PYTHON HOME/Lib/mimetypes.py, for example:
C:\Python26\Lib\mimetypes.py

Mac:

PYTHON HOME/Lib/mimetypes.py, for example:
/System/Library/Frameworks/Python. framework/Versions/2.6/1ib/
python2.6/mimetypes.py

Important: If you do not have a mimetypes.py file, you can use mimetypes.py
fromthe offline/ mac-config-file example folder. If you already have a
compiled mimetypes.pyc file in the same directory, ensure that the permissions

on this file are changed to read/write. When you start Python with the new file,
Python compiles it and generates or overwrites the mimetypes.pyc.
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Microsoft IIS Configuration

0 Default Web Site Home
Filter: « #Go - & Show All | Group by: Area - [

1S
& 9 + B I & & @

Authentica.. Compressi.. Default ~ Directory Error Pages  Handler HTTP Logging
Document  Browsing Mappings  Respon..
= [ e =
= A ¢ & §
MIME Types Modules  Output  Request  SSL Settings . - | @ | K
Caching Filtering Add MIM E T}l'pe L — .

Lanagement

Configura...
Editor

File name extension:

.manifest

MIME type:

text/cache-manifest

QK Cancel
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Verify Mime Type

+ Verify that the manifest file is served correctly:

curl —-I http://offline.example.com/offline.manifest]| **

o Check Chrome Dev Tools console

aNalae Terminal — bash — 80x24

Last login: Sat Feb 12 06:41:22 on ttys@00

Peters-MacBook-Pro:~ peterlubbers$ curl -I http://localhost:9999/offline.manifes
t

HTTP/1.0 200 OK

Server: SimpleHTTP/@.6 Python/2.6.1

Date: Sat, 12 Feb 2011 15:00:09 GMT

Content-type: text/cache-manifest

Content-Length: 384

Last-Modified: Wed, 09 Feb 2011 17:19:54 GMT

Peters-MacBook-Pro:~ peterlubbers$

**Source: Introducing HTML5, Offline Chapter, Bruce Lawson and Remy Sharp
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http://offline.example.com/offline.manifest|
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Chrome Developer Tools

ﬁ, Timeline  § K e - At Q, Search Storage

DATABASES Resource &  Type Size
LOCAL STORAGE http:ikaazing. mefassetsfimagehaazing-tab.png Explicit 18.47 KB
http:itaffline. example. com:2999/¢ hd aster 2.72KB

SEselll Sl s http:foffline. example. com:2999¢cache html Explicit 1.24KB
COOKIES hitpsotfline. example. com:0999/al b ade htm| Fallback 1.91KB
otfline esxample.com httpitoffline. example. com:23999/htm 15, o= Explicit 1.91KB
http:itaffline.example. com:8999¢image .jpg Explicit 16.22 KB

APPLICATION CACHE hitp:ifoffline. example. com: 92990 ind ex. himl Explicit 2.72KB

5 http:foffline. example. com:8999 affline. manifest hl anifest 5948
—— offline.example.com

—— affline.rmanifest [42.47KE]

¢ ¥ | CUNCACHED

Document was loaded fram Application Cache with manifest http: Joffline.example.com: 9999  oftline. manifest

Lpplication Cache Checking event

Lpplicatiaon Cache Downloading event

.example. com: 9999 dmagel.jpg
cexample. com: 9999/ /htmlS5. cs5

Lpplicatian Cache Progress event (@ of &)

Lpplicatian Cache Progress event (1 of &)
Lpplication Cache Progress event (2 of &)
Lpplication Cache Progress event (3 of &)
Lpplication Cache Progress event (4 of &)
Application Cache Progress event (5 of &)
Application Cache Progress event (6 of &)
Application Cache UpdateReady event

cexample. com: 9999/
Lexanple. H

»

= | = @ -@| Errors Warnings Logs
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Offline Web Applications
Tips and Tricks
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Accessing the Offline Cache

fr I || abouticache 7 - I Il,;l - Google

Information about the Cache Service

Memory cache device

Number of entries: &
Maximum storage size: E£8567E KiE
Storage in use: 15 KiE
Inactive storage: 15 KiFE
List Cache Entries

Disk cache device

Number of entries: 20
Maxinmum storage size: Z5600 KiE
Storage in use: £231 HiE
Cache Directory: C:%Documents and Fetting=s\Peter LubbersiLocal Betting='Applicatioen DataiMezillaTFTirefox\Profileshwavisgnp.-default!Cachs

List Cache Entries

Offline cache device

Number of entries: 29

Maximum storage size: 512000 HiE
Storage in use: E00%2 HiE
Cache Directory: C:%\Documents and Fettings\Peter LubbersiLeocal Settings'dpplicatien DatalMezilla\FirsfexProfiles\wavisgmp.defaulel 0££]l ineCache
List Cache Entries

Firefox: about:cache

Copyright © 2010 - Kaazing Corporation. All rights reserved.
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Accessing the Offline Cache

! SQLite Manager - C:\Documents and Settings\Peter Lubbers\Local Settings\pplication Data\Mozilla\Firefox\Profiles\wav5zgmp. default\DfflineCachelindex.sqlite

Database  Table Index Wiew  Trigger Tools  Help
% D iﬁ r£ ftx) % ﬁ T ﬁ Directory 4 |(Select Profile Database) v| Go
index.sqlite - Struckure | Browse & Search | Execute SOL " DE Settings |
Master Table (1) - =
S Taee TABLE |sz_cache | Search Show All [ Add ] [ Duplicate ] [ Edit ] [ Delete
= moz cache rowid ClientID Key MetaData [a=]
E 1 httpoesa)flocalhost e 549999 tracker . manifest | 0000001 279556699|0 http:/flocalhost: 9999/ tracker . manif est BLOE {Size: 283)
Key 2 http2e3aiflocalhost=4 349999 tracker manifest | 0000001 279856699 |0 http: {flocalhost: 9999/ affline. js BLOE {Size: 233)
MekaData 3 httpoesa) localhost % 549999 tracker . maniFest | 0000001 279556699(0 http:/flocalhost:9999/log.is BLOE (Size: 232)
Generation 4 http2e3aiflocalhost=4 349999 tracker manifest | 0000001 279856699 |0 http: {flocalhost: 99997 htmlS, css BLOE {Size: 217)
Flags 5 httpesa) localhost %% 349999 tracker . maniFest| 0000001 279556699 |0 http:/flocalhost: 9999 tracker, html BLOE (Size: 236)
Datasize 66 http=e3a) main. example, com®: 349999 foffline, manifest | 0000001 284640985 16 http: ffmain. example. com: 9999/ offline. manifest BLOE {Size: 274)
FetchCount &7 http=e3a)fmain, example. com: 389999 affline. manifest | 0000001 284640985 16 ke frain. example. com:9999/inde:. kel BLOE (Size: 218)
L astFetched 68 http=e3a main. example, com@: 349999 offline, manifest | 0000001 284640985 16 http: ffmain. example, com: 9999/ cache, html BLOE {Size: 218)
| astModified 69 http®a3a)main. example. com®: 349999 offline. manifest | 0000001 284640985 | 16 https/fmain. example. com: 9999/ htmls, css BLOE (Size! 217)
ExpirationTime 70 http=e3a main. example, com@: 349999 offline, manifest | 0000001 284640985 16 http: ffmain. example. com: 9999/fimage.jpg BLOE {Size: 220)
TtemType | |7t http®e3a)main. example. com3: 343399 offline. manifest | 0000001 284640985 16 http:/ kaazing. mefassets/Image/kaazing-tab. png BLOE (Size: 268)
moz_cache_groups i (72 http=e3a main. example, com@: 349999 offline, manifest | 0000001 284640985 16 http: ffmain. example, com: 9999/ Intermission-Walk-in_512kb.mp4 BLOE {Size: 222)
moz_cache_namespaces 73 http®a3a)main. example. com3: 343999 offline. manifest | 0000001 284640985 16 http:/{main. example. com: 9999/ Tntermission-walk-in.ogy BLOE (Size: 237)
oz cache owners 74 http=e3a main. example, com@: 349999 offline, manifest | 0000001 284640985 16 http: i fmain. example. com: 9999/F allback, htnl BLOE {Size: 218)
2 Views (0) 75 hittp%e3a) localhost % 349999 of fline foffline, manifest | 0000001 2550067 15| 2 http:/flocalhost: 9999/ offline/offline . manifest BLOE (Size: 274)
= Indexes (4) 76 httpoe3aiflocalhost = 349999 offline/of fline. manifest | 0000001 2850067 15| 2 http: {flocalhost: 9999/ afflinefinde:x. html BLOE {Size: 232)
moz_cache_key_clientid_index i 77 hitpoe3a)flocalhost % 349922 of flinefoffline, manifest| 0000001 2850067 15| 2 http:fflocalhost: 9299 offline/cache, html BLOE (Size: 232)
mioz_cache_namespaces_clientid_index o |7E httpoe3aiflocalhost = 349999 offline/of fline. manifest | 0000001 2850067 15| 2 http: {flocalhost: 9999/ afflinefhtmlS. css BLOE {Size: 217)
moz_cache_namespaces_namespace_index 79 httpoa3a) localhost % 349999 of fline foffline. manifest | 0000001 2850067 15 | 2 http:fflocalhost: 9299 offlinefimage1.jpg BLOE (Size: 220)
sqlite_autoindex_moz_rache_groups_1 a0 httpoe3aiflocalhost = 349999 offline/of fline. manifest | 0000001 2850067 15| 2 http: {flocalhost: 9999/ of flineIntermission-Walk-in_512kb.mp+ BLOE {Size: 222)
Triggers (0 g1 httpoa3a) localhost % 349999 of fline foffline. manifest | 0000001 2850067 15 | 2 http:fflocalhost: 9299 affline/Intermission-wWalk-in, ogy BLOE (Size: 237)
a3z httpoe3aiflocalhost = 349999 offline/of fline. manifest | 0000001 2850067 15| 2 http: {flocalhost: 9999/ afflinef allback. html BLOE {Size: 218)
a3 http2e3aiflocalhost =4 349999 offline/of fline. manifest | 0000001 2850067 15| 2 http: {flocalhost: 9999/ affline) BLOE {Size: 218)
105 http2e3aifoffline. example, com%:349999/of fline . manifest | 0000001 285242704 |12 http: ffoffline. example . com: 9999 foffline. manifest BLOE {Size: 274)
106 http2e3aifoffline. example, com%:349999/of fline . manifest | 0000001 285242704 |12 http: foffline. example. com: 9999 finde:x, html BLOE {Size: 254)
107 |http°.-"03A,|’,|’0FFIine.example.c0m°.-"03.¢\9999,|’0fﬂine.manifest|0000001285242?D4|12 |http:,l’,l’oFFIine.exampIe.com:9999,|’cache.html |BLOB (Size; 232)
108 |http°.-"03A,|’,|’0FFIine.example.c0m°.-"03.¢\9999,|’0fﬂine.manifest|0000001285242?D4|12 |http:,l’,l’oFFIine.exampIe.com:9999,1’htm|5.css |BLOB (Size: 2173
109 |http°.-"03A,|’,|’0FFIine.example.c0m°.-"03.¢\9999,|’0fﬂine.manifest|0000001285242?D4|12 |http:,f,l’offline.example.com:9999,|’imagel.jpg |BLOB (Size: 220)
110 |http°.-"03A,|’,|’0FFIine.example.c0m°.-"03.¢\9999,|’0fﬂine.manifest|0000001285242?D4|12 |http:,l’,l’oFFIine.exampIe.com:9999,|’Fallback.html |BLOB (Size: 218)
< Il | >
e B 1 to 29 of 29 = =
SQLite 3.7.1  Gecko2.0b6 | 0.6.2  Exclusive | Mumber of files in selected directory: 14 ET: 3 -l

Firefox SQLite Manager Add-on: hitps://addons.mozilla.org/en-US/firefox/addon/5817/
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Accessing the Offline Cache

address |Eﬂ CDocurnents and Settings\Peter LubbersiLocal SettingsiApplication Data\MozillalFirefoxiProfilesiwavSzgmp. defaultyOFflineCache
Folders x Name | Size | Type | Date Modified |
) Mozilla ~ 20 File: Foldsr 9202010 11:17 &M
2 ) Firefax T @2 File: Falder 9/16/2010 5:42 AM
ila Firefox 3 File: Folder 9/15/20105:26 PM
# ) Maila Firefax 4.0 Beta 1 o4 File: Foldsr 9/20{2010 11:18 &M
2 ) Profies s File Falder 9/15/20105:23 PM
B ) 7iect430. KAAZINGME ] File: Foldsr 9/20{2010 11:17 &M
B ) wavSzqmp.default 7 File Falder 9/20/2010 11:15 &AM
] File Folder 91162010 5:42 AM
(L] File Folder 9162010 5:43 AM
(=] File Folder 9/20/2010 11:17 AM
i File Folder 9162010 5:43 AM
[EBC File Folder Flzzlzo10z:04 PM
oo File Folder 9/20/2010 11:17 AM
[EBE File: Folder 9/20/2010 11:17 AM
i File Folder 9/16/2010 5:43 AM
indes:. sqlite S3KE SOLITE File 9/25/2010 4:36 PM
[C5) skartupCache
=T ORera
S reteebi T Inr hO 355 and da a4 251
() g_ooan
= [5) pstarage
= 00
=) 0a .
B sem File System Access
= [5) mcache =
[T sesn
I bt_metadata
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Security Considerations

« Others browsing the same site (on the same
machine in the same browser) can potentially
access your cached data (data is cached

pased on the manifest file URL)

* Do not store sensitive,
nersonal data in the
application cache
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Private Browsing

» Most private browsing modes prevent writing

o application cache

o For example, Safari's | 1 & F e & Q
Private Browsing S e e e e
mode, and Chrome’s | freout remia ey "

Remember history

I n Cog n Ito M O d e Mewer remember history

Idse custom settings For history

Firefox will remember your browsing, download, Form and search history, and

You've gone incognito. Pages you view in this window won't appear in your browser history or L
search history, and they won't leave other traces, like cookies, on your computer after you close »°~ 4
the incognito window. Any files you download or bookmarks you create will be preserved,

however.

iskary, or remave individual cookies,

%]

Going incognito doesn’t affect the behavior of other people, se
Websites that collect or share information about you - . .
Internet service providers or employers that track the pages yo = £ Y wETE 1D LT B Pifle &= Hiaieiise
Malicious software that tracks your keystrokes in exchange fo Safari can keep your browsing history private, When you kurn on private
Surveillance by secret agents browsing, Safari doesnt remember the pages wou visit, your search
Peaple standing behind you history, or wour AutoFill information,

@

L T N

more about incognito browsing.

( oK, | [ cancel |
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Best Practices

Manifest errors are fatal (case sensitive entries)

If you are adding and removing (lots of files) files,
remember to update the manifest file

o Use a predeployment script

o Use a version Comment in the manifest file

Host your site on different domain names

o You can do this on your local machine by hacking the
hosts file (see example on the next slide)

o Windows : \WINDOWS\system32\drivers\etc\hos
ts

o UNIX: /etc/hosts
To see If files are requested watch the server log

Copyright © 2010 - Kaazing Corporation. All rights reserved.



portal.example.com
portal.example.com
Ha -

portal.example.com
portal.example.com
portal.example.com
portal.example.com
portal.example.com

portal.example.com
portal.example.com
Ba -

portal.example.com
portal.example.com
portal.example.com
aa -

portal.example.com
portal.example.com
portal.example.com
portal.example.com
portal.example.com

portal.example.com
HE -

[29/5ep-,2018
[22/5ep-2018

[22/5ep-20108
[29/5ep-2018
[22/5ep-20108
[29/5ep-2018
[22/5ep-2018

[22/5ep-20108
[29/5ep-2018

[22/5ep-s2818
[22?-%ep-2018
[22-5ep-s2818

[22/5ep-s2818
[22?-%ep-2018
[22/5ep-s2818
[22?-%ep-2018
[22-5ep-s2818

[22-%ep-s2818

19:58:471
28:=15:611

28:15:=611
28:15:811
28:15:=611
28:15:811
28:15:=611

268:=15:611
28:15:811

28:=16:=411
28:16:411
28:=16:=411

28:=16:=411
28:16:411
28:=16:=411
28:16:411
28:=16:=411

28:=16:=411

"GET
"GET

"GET
"GET
"GET
"GET
"GET

*GET
"GET

"GET
"GET
"GET

"GET
"GET
"GET
"GET
"GET

"GET

REE
B

Aimage2 .png HITPA1.1" 2860 -
soffline.manifest HITP~1.1" 2

Aindex.html HITP-1.1" 2868 -
socache . html HTTPA1.1" 288 -
AhtmlS.css HITP-1.1" 288 -

imagel . jog HITPA1.1" 2860 -
Afallback.html HTTP-1.1" 268

# HITP~1.1" 2880 -
soffline.manifest HITPA1.1" 2’

#-HTTPsA 1" 2A0 —
shtml5.css HITP-1.1" 288 -
offline.manifest HITP~1.1" 2

Aindex.html HITPA1.1i" 2608 -
scache.html HITP-1.1" 2880 -
html5.css HTTPA1.1i" 26868 -

Simagel . jpyg HITP-.1.1" 26080 -
sFallback.html HITP-1.1" 2808

offline.manifest HITP~1.1" 2




hosts File Hack for Local Testing

l hosts file '

# For example
127.0.0.1 localhost

127.0.0.1 offline0.example.com
127.0.0.1 offlinel.example.com
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Disk Quota

* Don’'t assume success and check for errors

o Example in Chrome:
Application Cache Error event: Failed
to commit new cache to storage, would
exceed quota

* In the future,
orowsers will
nopefully have
graceful quota
upgrade
mechanisms like

Opera’s for Local
Storage

Copyright © 2010 - Kaazing Corporation. All rights reserved.



Works Well With HTML5 Web
Storage...

l JavaScript l

if (navigator.online) {
//Send updates to server
} else {
window.localStorage.myLocalKey = ‘Some Data'; }

}
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Cache-As-You-Go

- If you add the manifest attribute, files will be
added to the cache implicitly

« Subresources and dependencies may not be
loaded properly (CSS, JS, etc.)

l Manifest File l

CACHE MANIFEST

FALLBACK:
/ /offline.html

NETWORK :
*




Offline Emulation

« HTML5 Gears Project by Brad Neuberg,
Google:
http://code.google.com/p/html5-gears/



http://code.google.com/p/html5-gears/
http://code.google.com/p/html5-gears/
http://code.google.com/p/html5-gears/
http://code.google.com/p/html5-gears/
http://code.google.com/p/html5-gears/




THANKS!

E-mail: peter.lubbers@kaazing.com
Twitter: @peterlubbers

LinkedIN: Peter Lubbers

Apress HTMLS5 Book: http://prohtml|5.com

Book Coupon:
50% off Pro HTML5 e-book: JFOKUSVTRU

Copyright © 2010 - Kaazing Corporation. All rights reserved.
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Resources

- WHATWG Offline Web Apps spec:
http.//www.whatwg.org/specs/web-apps/current-
work/multipage/offline.html#offline

« W3C Offline Web Apps spec:
http://dev.w3.org/html5/spec/offline.html#offline

« Offline example source files: http://bit.ly/9pJ1Zq

* Pro HTML5 Programming, Offline chapter, Peter
_ubbers, Brian Albers, and Frank Salim

* Introducing HTML5, Offline chapter, Bruce
_awson and Remy Sharp
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All materials, including labs and other handouts are property of Kaazing Corporation. Except when
expressly permitted by Kaazing Corporation, you may not copy, reproduce, publish, or display any
part of this training material, in any form, or by any means.
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Appendix: Browser
Offline Cache
Settings and

Clearing the Cache
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Offline Cache Settlngs

ﬂptlﬂ ns | . [E] Preferences Edior x “ + |

o5 (0 G
DG = B & & & @
General Tabs Conkent  Applications  Privacy  Security | Adwanced Sync 3] Preferences Edltor
General | Metwork | Update || Encryption [ Help
Q Quick find Show all
Connection a (Q Quick fin 0 Show a
Configure how Firefox connects to the Internet Settings... © » Author Display Mode
) i » Auto Update
Offlire Storage +
Use up ko ME of space For the cache o dlouent
. . » CSS Generic Font Family
Tell me when a website asks ba store data For offline use
The Following websites have stored data For offline use: < L
DFFlinE.ExamplE.com 25,1 KB g Check Mewer-Expiring P
localhosk 30,3 MB GET queries
Always Check Redirect Fl » @
Remove... Always Check Redirect Images F » &
Always Reload HTTPS I O » B
( Application Cache Quota EDﬁfault ] »
W = » £
L [8]'4 I [ Cancel J [ Help ]

Firefox: Tools > Options Opera: opera:config
(Preferences on Mac OS X) >

Advanced > Network
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Clearing the Cache

Clear Browsing Data

Ohbliterate the Following items:

Clear browsing hiskory

Clear download history

Empty the cache

Delete cookies and other site data
[] Clear saved passwords

[ ] clear saved Form data

Preferences

|Genera| ” Forms ” Search || Webpages| Advanced ]

Clear data Fram this period: | Last hour

[ Clear browsing data ] [ Close

Tabs
Browwsing
Matifications

Cantenk
Fonts
Downloads
Programs

Hiskory
Cookies
Security
Mekwork,

Skorage

Toolbars
Shaortouts

Winire :J

KAAZING Y|

‘Webpages using persistent storage

Damain

aoffline. exarmple. comm

dragonfly.opera.com

Size

355 KB

Use application cache

Delete
Clear all

| Yes

fidobe Flash Plaver storage sekkings. ..

Chrome:
Settings Menu > Tools >
Clear Browsing Data

o ||

Cancel J [ Help

J

Opera:

Tools > Preferences > Storage
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KAAZING Y|

Clearing the Cache

Clear Al History x

Tirne range ko clear: |E*-.-'er*;.-'thing b | fhre you sure you wank ko reset Safari?

Select the items vou want to reset, and then click Reset, ¥ou cant

unda khis operation,
' all selected items will be deared,
This action cannot be undone., Clear histary
Reset Top Sites
Remove all webpage preview images

. Empty the cache
B Detalls Clear the Downloads window
Browsing & Download History Remove all cookies
Faorm & Search History Femove all website icons
Conkies Remove saved names and passwords
Cache Remove okher AutoFill Form kext
|:| Active Logins Close all Safari windows
D Site Preferences Reset all location warnings

iclear ani ’_ Cancel J ® [ Reset | | cancel |

Firefox: Safari:
Tools > Clear Recent History Settings Menu > Reset Safari
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Clearing the Cache

Steps to Clear the Cache

Settings Menu > Tools >
Clear Browsing Data

Chrome

Tools > Clear Recent History
Firefox (and Tools > Options (Preferences on Mac OS X)
> Advanced > Network > Remove for app cache)

Safari Settings Menu > Reset Safari

Tools > Preferences > Storage

Opera (+ Tools > Clear Private Data)

Internet Explorer Coming soon...

Note: Close any offline pages before you do this to avoid
problems
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