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Bugs

s> Microsoft Applications: "about 10 - 20 defects
per 1000 lines of code during in-house testing,
and 0.5 defect per 1000 lines of code in
released product (Dave Moore 1992).”

AdY e Se B016a980




s> NASA's Spirit rover became unresponsive on
January 21, 2004, a few weeks after landing on
Mars. (Wikipedia)

s In January 2009, Google's search engine
erroneously notified users that every web site
world wide was potentially malicious, including
its own. (Wikipedia)
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s» Platform to manage code quality

s> Open source, possible to pay for support and
some plugins

s Since 2006; now they have 200 customers and
SonarQube is used in 15.000 organizations

s> Active community: support, plugins, books




2013:

s> 5 releases of SonarQube platform
s> 130 releases of ecosystem products
¢ 15,000 downloads of SonarQube
s 13,000+ messages on mailing lists




SonarQube architecture

o ~SonarQube Server o—

- WebServer
Code Analysis with ~ComputeEngine —
SonarQube Scanners =
— ——— @ SonarQube Database

v ':‘TEV_?.&% SonarQube Scanner a

NET, ++, . R

Objective-C, SonarQube Scanner for MSBuild Oracle
Swift, PHP, JS, = SonarQube Scanner for Maven  =———— Plugins —

Css, HI;I\_EI’ SonarQube Scanner for Ant @ e MysQL

COI;OL, ' SonarQube Scanner for Gradke

’— SearchServer

49 elastic




SonarQube basic features
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sonarqube Da 5 £a Quality Profiles

Home Configure widgets

Welcome to SonarQube Dashboard PROJECTS

Since you are able to read this, it means that you have successfully started your
SonarCube server. Well done! QG MNAME & VERSION LOC  TECHMICAL LAST

. . DEBT  ANALYSIS
If you have not removed this teut, it also means that you have not yet played much

with SonarCube. o here are a few peinters for your next step: © () DockerPiBample  1.0-SNAPSHOT 508 1d 7h 13:33
#» Do you now want to run analysis on a project?

@ () SonarQube 5.3.1-5NAPSHOT 171.343 47d 12:53
» Maybe start customizing dashboards? _
# Or simply browse the complete documentation? @ SonarQubed2  4.21-5NAPSHOT 203.621 382d 11:07
# |f you have a question or an issue, please visit the Get Support page. © (O SonarQubed.3 4.3.4-5NAPSHOT 104.833 Ad 10:35
© O SonarQubedd  4.41-SNAPSHOT 114.901 45d 10:42
MY FAVOURITES @ O TestApplication  10-SNAPSHOT 225 4h 3min 10:37
QG NAME a LAST ANALYSIS B results
Mo data
PROJECTS

Size: Lines of code  Color: Coverage

SonarQube 4.2

SonarQube




sonarqube dashboards *  Issues  Measures  Rules ty files  Qualit tes  Administration More » Administrator = NCESS @

w e DackerPiExample 3 februari 2016 13:33 Version 1.0-SNAPSHOT

#  Technical Debt  Coverage  Duplications  Structure  Dashboards»  Components  Issues  Administration =

Quality Gate

since previous version

Coverage on new code
0.0% [priyss

Leak Period: since previous version
started & uur geleden

1d 38 59min 12

Debt lssues Mew Debt MNew lssues

Technical Debt  More »

Coverage More »

O 11.1% 15 0.0%

Coverage Tests Coverage on New Code

Duplications  More »

16.3% 4 +11.8%

Duplications Duplicated Blocks Duplications

Structure  More »

Java I 52.7%

JavaScript NN 21.7% 5 98 + 5 0

XML

Lines of Code Lines of Code



sonarqube

Dashboards =

W £ DockerPiExample

#&  Technical Debt

Technical
Debt

0

Blocker

0

Added 0

Removed

|ssues

B A

Rules  Quality Profiles  Quality Gates

Coverage  Duplications  Structure  Dashboards*  Components
Leak Period: since previous version started 3 dagen geleden Files
Technical Technical Issues T
Debt Debt Ratio
1d 7h 5 1% 88
Added 1h On New o Added 12 =
Removed Code = Removed
15
o Q Info
Critical Major Minor 1y
2
2 55 28 -
Added 0 Added 10 Added 2 Added 0 .
Removed Removed Remowved Removed

Administra

Issues

Ad



sonarqube Dashboards *  lssues  Measures  Rules  Quality Profiles  Quality Gates A

¢ £ DockerPiExample

#A Technical Debt Coverage  Duplications  Structure  Dashboards+  Components  Isst

Coverage Leak Period: Files

since previous

version started Coverage
3 dagen
geleden 80.0%
Coverage -0.9% £0.0%
O 11.1%
Line coverage -0.9% 40.0%
12.8%
Uncovered 116 49 20.0%
lines
Lines to 133 +9 0.0% @ O

cover



sonarqube Dashboards = lssues Mleasures  Rules  Quality Profiles  Quality

w £ DockerPiExample

# Technical Debt Coverage  Duplications  Structure Dashboards>*  Compon

Duplications Leak Period: since previous version started 3 dagen geleden
Duplications 16.3% +11.8%
Duplicated blocks 4 +2
Duplicated files 2 +1

Duplicated lines 125 +93



sonarqube Dashboards *  Issues

Rules Quality Profiles Quality Gates  Administration

¥ (3 DockerPiExample

#A Technical Debt Coverage Duplications  Structure  Dashboards* Components  Issues  Administrz

Structure
Lines of code 598 +50 Complexity
Java I G270 Complexity ffunction
vascri I 1.7 % ; ]
JavaSaript 2 Complexity /file
XML I 15.60% -
20
CS5 W 3.0%
2 (
Web Wl 3.0% =
0 5 1
Classes 20 +1
Complexity fclass
Directories 12 +0 plexity
Files 26 +1
Functions 46 +1
Lines 769 +62

Statements 227 +7



Gates  Administration More = Administrator =

3 februari 2016 13:33 Version 1.C

1ents Issues Administration =

Complexity 84 +4
Complexity /function 1.8 +0.0
Complexity /file 3.5 +0.0
I 2 0 1
) 5 10 20 30 6l 9

Complexity /class 3.2 +0.1



sonarqube

Administration

Configuration*  Security»  Projects>  System~

General Settings
Edit global settings for this SonarQube instance.

CATEGORY General Database Cleaner Differential Views Duplications

Analysis Scope Leak Period

css Default: previous_version

Period used to compare measures and trac
General P

s » Number of days before analysis, for ex

) » A custom date. Format is yyyy-MM-dd,
Java Properties . . . !
» ‘previous_analysis’ to compare to previ

JavaScript » ‘previous_version' to compare to the p
Licenses » Aversion, for example "1.2" or '‘BASELIP
Pitest When specifying a number of days or a dat
SCM Changing this property only takes effect aff
Security Key: sonar.timemachine.period

Technical Debt
Web

Period 2 14

Default: previous_analysis



Differential views

ards»  Components  [ssues  Administration =

& oover 14 days (03/02/2076) v Configure widgets
Debt lssies © Blocker 0 +0
1d 6h 82 +8 O Critical 2 40
_ (+30min) Added: <6 @ Major 31 +6

O Info 3 +0



Configure dashboards

# Technical Debt  Coverage  Duplications

Structure  Dashboards+  Components  Issues  Administration =
My Project Dashboards + Create
MAME SHARED OWHMNER ORDER OPERATIONS
Custom vy [SonarQube] ) Configure widgets Edit Delete Unfollow
TestProjectDashboard v Administrator o~

Configure widgets Edit Delete Unfollow



Configure dashboards

TestProjectDashboard

Category: Any Filters Global History Hotspots Issues Measures Pitest Technical Debt Tests Search:

| ~
Action Plans Complexity Custom Measures I

Shows all the open action plans of the Reports on complexity, average Displays a list of selected measures.
project. complexity and complexity distribution. Add widget
Add widget Add widget

Description Documentation 8 Comments Duplications

Displays general project information. Reports on comments and Reports on copy/paste and code
Add widget documentation

duplications
Add widget Add widget

W
b Quality Gate Edit Delete 4 Duplications Delete
Th ject has d th li 3 .
@ The proje passedhe quality gate Duplications
& Size Metrics peiete 30,69
Lines Of Code Files Functions Lines Blocks  Files

203.921 2.067 27 018 93161 632 121



Overview

Rules

Profile

John Doe
:

¥ 31 files submited

\ Projects
THE

PROJECT




sonarqube Dashboards +  |ssues Measures Rules DualbeProfiless Cuality Gates  Administration

More =

Quality Profiles

Show: 4ll Profiles =

| Create | - |

Cs5

Sonar way
lava

Sonar way
JavaScript

Sonar Security Way 0 projects

Sonar way
Web

Sonar way
AML

Sonar way

Sonar way Java Back up Rename

| coey |

Rules

237 active rules

0 21 blocker & 37 minor
& 74 critical & 2info

@ 103 major

Projects

You must not select specific projects for the default quality profile.

Inheritance Change Parent

Sonar way
237 active rules

Changelog

Changelog from | Optiona To| Optiona

Compare

There are no profiles for comparison



sonarqube Dashboards = Issues Measures REIESS Cuality Profiles Quality Gates Administration More =

Rules Create Manual Rule al/ellw- | Reload | Mew Search Bulk Change

"limportant” annotation should be placed at the end of the declaration

@ Language “limportant” annotation should not be used
345 .
Java 2 ".equals()” should not be used to test the values of "Atomic" classes
JavaScript 126
css o "<frames=" should have a "title" attribute
Web = "<li=" and "< dt>" item tags should be in "<ul>", "<ol>" or "<dl>" container tags
XML 12

S . "<table>" tags should contain a "< caption>"



Overview

Quality Gates

Projects
THE

PROJECT = |




Quality Gates

Quality Gates SonarQube way | Rename | Copy | Unset as Default | Delete |
Conditions
SonarQube way |
Only project measures are checked against thresholds. Sub-projects, directories and files are ignored. More »
Add Condition | Select a metric -
Coverage on new code Aosince previous v, 7 islessthan * | O o 2 Update
Mew Blocker issues Asince previous v... ¥ is greater... * | O [ B Update
Mew Critical issues Asince previous v... T is greater... * @ [ = BN Update
Technical Debt Ratio en new code Asince previous w.. ¥ is greater... * @& Qs Update
Duplicated lines Value v islessthan * | @ 10 Q100 Update

Quality Gate m

SinCe previous version

Coverage on new code
< 80.0%




Notifications

sonarqube

Overall notifications

Subscribe to following channels to be notified when the related e

Email
Changes in issues assigned to me or reported by me L]
Issues resolved as false positive or won't fix L]
o My new issues L]
Administrator i
: New issues L]
admin i
Mew guality gate status L]
Groups Notifications per project
sonar-administrators
sonar-users Add project ¥

[ & Change password l

admin




Analysing data




sonarqube

Compare

Add metric

Lines of code
Complexity
Comments (%)
Duplicated lines (%)
Issues

Coverage
Complexity fclass

Complexity ffile

Compare

v Add project
SONARQUBE 4.3 SONARQUBE
4.3.4-SNAPSHOT 5.3.1-SNAPSHOT
03/02/2016 03/02/2016
104.833 171.343
20.832 32.261
7,1% 6,0%
0,6% 1,2%
2.573 2.063
87.8%
10,1 8,9
11,4 10,6

DOCKERPIEXAMPLE
1.0-SNAPSHOT
03/02/2016

598
84
3.1%
16,3%
88
11,1%
3.2
35



Measures

Measures

es

Components: Files Metric: Duplicated lines > 5 x  + More Criteria

- NAME a

LAST ANALYSIS LOC ISSUES LINK
03/02/2016 17 3
03/02/2016 82 22
03/02/2016 82 21

B src/mainfjava/com/dockerpi/sonar/metrics/LCOM4 java
2 src/main/java/com/dockerpi/sonar/metrics/SomeViolations.java

B src/main/java/com/mycompany/testapp/examples/metrics/SomeViolations.java



PROJECTS

115

Complexity /class

@
«
\

@

T
0

T I T T T T T I T T 1
20,000 40,000 60,000 80,000 100,000 120,000 140,000 160,000 180,000 200,000 220,000
Lines of code



Filter Motion Chart

PROIJECTS

Period: | Three months

Components: L]

Lin¥
=
i

. .

Color
Duplicated lines

isn,unu
Size
Lines of code

203921

Select

_|DockerPiExample
DE'vunarQu be

[ ]sonarQube 4.2
[ |onarQube 4.3

2

Complexity /class

Complexity /function

213116

a5 [ IsonarQube 4.4

_ITestApplication

v Lin Y [ATrails

b

v
M



What is good code?
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Administration

Configuration »  Security =  Projects=

lsars
Create and administer individual users.

Q, Search

. *

4A+  Administrator admin
T

T = .
bi:éﬁ Johan johan
B

Systermn =

SCM ACCOUNTS

GROUPS

sonar-administrators
=ONar-users

=

SONar-users

[ ]

TOKEMS
=



Create Manual Rule

Mame * Codereview

Key * Codereview

Description * | Use this rule to create manual codereviews|

Get Permalink

Add Manual lssue

[BEET

@rath("/{param}"}

public Response ge
logger.inf



13

11

2 @rath("/bla")
13 public class BlaService {
Codereview ¥

|EL;§L5,5H,§; a better name for this class)

public class BlaSerwvice {

Please use a better name for this class. ...

@ Major+ (Q Openw= Notassigned~ Not planned » Comment



Why code reviews?

“We all need people who will give us feedback.
That's how we improve.”

- Bill Gates
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Architectural constraints

Create Custom Rule

Description *  The frontend should use the service layer instead of directly
using the backend layer.

Custom Rules

NotFromFrontendToBackend @ Major fromClasses: com.dockerpi.sonar.layers.frontend **

toClasses: com.dockerpi.sonar.layers.backend.®*



Architectural constraints

package com.dockerpi.sonar.layers.frontend;
import com.dockerpi.sonar.layers.backend.PersonBackend;
I public class DirectFromFrontendToBackend {

A private PersonBackend personBackend = new PersonBackend();

com.dockerpi.sonar.layers.frontend.DirectFromFrontendToBackend must not use
com.dockerpi.sonarlayers.backend.PersonBackend -

@ Major+ (O Open~ MNotassigned~ Mot planned+ Comment






mvn
mvn

mvn

mvn

clean install
sonar:sonar

.

clean org.jacoco:jacoco-maven-
plugin:prepare-agent install

-Dmaven.test.failure.ignore=true
sonar:sonar



Coverage per test

s> Configure the POM (see next slide)

s Activate profile to get coverage per test
iInformation

mvn org.jacoco:jacoco-maven-
plugin:prepare-agent clean

install -Pcoverage-per-test
s> Analyze the project
mvn sonar:sonar



¢profiles:

<profiles
<id>coverage-per-test</id>
<buildx
<plugins:
<pluginz
¢groupldrorg.apache.maven.plugins</groupId:>
<artifactIdsmaven-surefire-plugin</artifactIds
¢!-- Minimal supported version is 2.4 --»
<wersion»2.13</versionz
<configuration:
<properties>
{praoperty:>
<namerlistener</name:
<valuerorg.sonar.java.jacoco.UnitListener</values
</property>
</properties>
</configurations
</plugin:
</plugins:
</build>

<dependencies:
<dependency>
<groupldrorg.codehaus.sonar-plugins. java</groupIds
<artifactIdrsonar-jacoco-listeners</artifactld:
<version>1.2</version:
¢{scope>test</scoper
</dependency>
</dependencies:
</profile:
</profiles:



n

I
[

public int getValueOrBoundary(int walue, int boundary) {

" [ if (value < boundary) {
...... e tUrn value;
by
return boundary;
12
13 : Covered by unit tests (1 of 2 conditions)
1‘j’ I ¢ @ testGetValueOrBoundaryNoAssert Oms
1':’ I @ testGetValueOrBoundary 3ms
0]
17
= @ testGetValueOrBoundaryNoAssert 2ms
19 @ testGetValueOrBoundary 3ms
Covered by unit tests (1 of 2 conditions) 208 “ o ——
21 ® __ returni;
& testGetValueOrBoundaryNoAssert Oms - ’““‘";"'"‘““””‘“
@ testGetValueOrBoundary 3ms 33

@ testGetValueOrBoundaryMoAssert 2ms
@ testGetValueOrBoundary 3ms

5 DockerPiExample
@ srcftest/fjava/com/dockerpi/sonar/metrics/PiTest java
1 joha.. package com.dockerpi.sonar.metrics;
2
3 import static org.junit.Assert.*;
4
5 import org.junit.Before;
6 import org.junit.Test;
7
8 public class PiTest {



Integration testing

Unit Tests Coverage

30.8% a

Line Coverage Branch Coverage

343% A 0.0%

Integration Tests Coverage
46.2%

Line Coverage Branch Coverage

457% w 50.0% =

Unit Test Success

100.0%

Failures Errcrs  Tests  Execution Time
0 0 Sa 3mMsa

Overall Coverage

61.5%
Line Coverage Branch Coverage
62.9% 50.0%



Integration testing

s> | Unit testing

MARTIO HORLD TIME
Q00200 ®xO1 1= 3658
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Integration testing
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Integration testing
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Integration testing

s> Add integration test coverage widget to
SonarQube

s» Download Jacoco agent
s» Configuration for Tomcat’s catalina.bat:

set JACOCO=-
javaagent:$path$\lib\jacocoagent. jar,
destfile=$resultpath$\jacoco.exec,
append=false,includes=com.dockerpi.*

set JAVA OPTS=%JAVA OPTS% %JACOCO%




Integration testing

so Start Tomcat

s> EXecute tests (manual, integration,
performance...)

s> Stop Tomcat and execute SonarQube analysis
mvn clean install sonar:sonar

-Dsonar.dynamicAnalysis=reuseReports
-Dsonar.jacoco.itReportPath=
$resultpath$\jacoco.exec



Integration
_combined

Unit Tests Integration Tests
Coverage 83.3% Coverage 50.0%
Line coverage 83.3% Line coverage 50.0%
Lines to cover 12 >  Lines to cover 12 »
Uncovered lines 2 ¥ Uncovered lines 6 ¥
» =
13 publie Store) {
. :; N super ()3 Unit Tests Integration Tests
16 Coverage 83.3% Coverage 50.0%
17 publie Store(STtring name, String place) { Line coverage a3.3% Line coverage 50.0%
18 this_name = name; ’ :
19 thiz.place = place; Lines to cover 12 »  Lines to cover 12 »
=y ¥ Uncovered lines 2 »  Uncovered lines 6>
» =
13 publie Storel) {
14 super();
15 ¥
16
17 publie Store{STtring name, String place) {
18 this_name = name;
12 this_.place = place;
20 ¥

21



PMD rules for unit testing

sonarqube

Search

Tag

Search

Repository

alf17- Reload Mew Search

Bulk Change

JUnit assertions should include a message

SonarQube Java 338
PMD Java 270
SonarQube JavaScript 120
SonarQube Web 53
SonarQube CS5 53
SonarQube Java Properties 18
PMD Unit Tests Java 17

JUnit spelling

JUnit static suite

JUnit Test Contains Too Many Asserts
JUnit tests should include an assert
JUnit Use Expected

JUnitd Suites Should Use Suite Annotation



o
o

L assertTrue{a==b);

JUnit assertions should include a message ===

& Minor* O Open~> MNotassigned~> Mot planned~> 10min debt Comment

Use assertSame(yx, y) instead of assertTrue(x==y), or assertNotSame(.y) vs assertFalse(x==y) ...

@ Minorv O Openw Notassigned¥ Mot planned* 10min debt Comment

assertEquals("", true, a

i

Use assertTrue(x)/assertFalse(x) instead of assertEquals(true, x)/assertEquals(false, x) or assertEquals{Boolean.TRUE,
x)fassertEquals(Boolean.FALSE, x).

@ Minor* O Open~+ Notassigned* Notplanned~ 10min debt Comment

. assertTrue("", a.equals(b});
assertTrue("", c==null);

Use assertMull(x) instead of assertTrue(x==null), or assertNotMull(x) vs assertFalse(x==null) ---

& Minorv O Open~ MNotassigned~ Mot planned~> 10min debt Comment



Pitest plugin

public int getValueOrBoundary(int wvalue, int boundary) {
if (value < boundary) {
return value;

¥

return boundary;
¥
@iTest

public void testGetValuelrBoundary() {
agssertTrue(pl.getValueOrBoundary(28, 188) < 161);
¥

@iTest
public void testGetValueOrBoundaryNocAssert() {

pi.getValueOrBoundary(48, 280);
k;



Pitest plugin

«» Enable ‘Survived mutant’ rule in SonarQube
Quality Profile

s» Configure Pitest for instance with Maven (see
next slides)




Pitest plugin

s> Execute tests and send results to SonarQube
mvn org.pitest:pitest-
maven:mutationCoverage

mvn sonar:sonar
-Dsonar.pitest.mode=reuseReport



Pitest plugin

s» Maven configuration inside the build/plugins
section

<plugin>
<groupId>org.pitest</groupId>
<artifactId>pitest-maven</artifactId>
<version>LATEST</version>
<configuration>
<inScopeClasses>
<param>com.example*</param>
</inScopeClasses>
<targetClasses>
<param>com.example*</param>
</targetClasses>
<outputFormats>
<outputFormat>XML</outputFormat>
</outputFormats>

2 rAnLs A1nntT AR N



o i

Pitest plugin

public int getValueOrBoundary(int value, int boundary) {

02 if !value < bnundarﬂ 1

©

A relational operator has been replaced by a boundary counterpart without breaking the tests ...
@ Major» (O Open~ MNotassigned Notplanned Comment

A conditional expression has been negated without breaking the tests .-
@ Major O Open~ MNotassigned > Notplanned~ Comment

return value;

The return value of a method call has been replaced without breaking the tests .-
@ Majorv O Open~ MNotassigned > Notplanned~ Comment



Other languages
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JavaScript

5 DockerPiExample
2 sre/main/webapp/sonarviolationsjs

1 joha.. function nesting(temp) {
@ if( temp 1= "" ) {

Replace "1=" with "I==".

@ Major+ (O Open+ MNotassigned~ Mot planned + 5min debt Comment

3 @ alert("No var supplied”);

Remove this usage of alert(...). ===

@ Major* (O Open~ Notassigned = MNotplanned+ 10min debt Comment

&} h
5 Q if (temp < 108) {

Merge this if statement with the nested one. ...
@ Major* O Open~ Notassigned* Not planned * 5min debt Comment

if (temp < 75) {
O £/ T0DO do something

Complete the task associated to this TODO comment. -



5 DockerPiExample

2 sre/main/webapp/style.css
o
1 joha. @° .company .project .subproject .website .component .page .redbackground {

Simplify this over-specified selector .
@ Major* O Open~ Notassignedv Notplanned* 2hdebt Comment

Add the missing vendor prefix: -webkit- to the property: border-radius ===
@ Major+ O Openw MNotassigned+ Mot planned~ 10min debt Comment

*bacground-color: red;

Remove this usage of "*"

@ Major+ (O Openw Notassignedv Notplanned~ 1hdebt Comment

Remove the usage of this unknown property: bacground-color ...
@ Major* O Open~ Notassigned~ Notplanned* 10min debt Comment

-moz-border-radius: Spx;

Define the standard property after this vendor-prefixed property ...

P o - o -



Web plugin

=] DockerPiExample
[2) sre/mainfwebapp/indexhtml

1 jﬂha... <!'DOCTYPE html:
2 <html>
3 Q <head>

Add a favicon’ declaration in this 'header tag. .-

@ Major* O Open~ MNotassigned* MNot planned~ Comment



Import unknown files

sonarqube

Administration

Configuration*  Securityv  Prgjects>»  System

General Settings
Edit global settings for this SonarQube instance.

CATEGORY Code Coverage Duplications Files lssues
Analysis Scope Configure the files that should be completely ignored by the analysis.
C55

Import unknown files  True

General Default: false



Import unknown files

- DockerPiExample
Q sr/main/java/com/dockerpi/sonar/info.txt -

1 Jjoha.. Some very important info.
2
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Branches

somvn sonar:sonar -Dsonar.branch=4.4

PROJECTS
QG MNAME & WERSION LOC  TECHMICAL LAST
DEET AMALYSIS
@ (O DockerPiExample  1.0-SMAPSHOT 598 1d 7h 13:33
* @ [ SenarQube 5.3.1-5MAPSHOT 171.343 47d 12:53
@ ([ SonarQubed2  4.2.1-SNAPSHOT 203.921 382d 11:07
“ @ O SonarQubedd  434-SNAPSHOT 104.833 41d 10:35
@ O SonarQubedd  44.1-SNAPSHOT 114.901 45d 10:42
" ® O TestApplication 1.0-5MAPSHOT 225 4h 3min 10:37

B results



Exclusions

s lgnore files

s lgnore issues

s» lgnore duplications

s» lgnore code coverage
s» Example:

mvn sonar:sonar -Dsonar.exclusions=

src/main/webapp/lib/*.js



|'_:| DockerPiExample
[ src/main/java/com/dockerpi/helloworld/HelloWorldService java

Lines 7 gy 37min 5 O 0,0%
Lines of code 25

Debt Issues Coverage
Comments 0,0% /0

© Blocker
© Critical
(A Major — e—

Covered by Unit Tests

Complexity 3 Lines 0/9

Complexity /function 1.5

@ Minor
@ Info

o N WO O

convention
unused
bad-practice
cert

cwe

—_ =3 =d =3 [N N

suspicious

Show all measures



Complexity

Complexity 3
Complexity /class 3.0
Complexity /file 3,0
Complexity /function 1.5
Issues

Issues 5
Major issues 3
Minor issues 2
Open issues 5
Size

Classes 1
Files 1
Functions 2
Lines 37
Lines of code 25
Statements 7

Documentation
Comment lines

Comments (%)

Public API

Public documented APl (%6)
Public undocumented API

Mutation analysis
Detected Mutations

Killed Mutations

Memory Error Mutations
Non Covered Mutations
Survived Mutations

Timed Out Mutations
Total Mutations

Unknown Status Mutations

Technical Debt
SQALE Rating

Technical Debt

0.0%

0.0%

o hho oo o o

37min



Duplications across

Administration

Configuration »  Security »  Projects+  System =

General Settings
Edit global settings for this SonarQube instance,

CATEGORY Gzeneral Database Cleaner Differential Views Duplications Email Issues Look & Feel

Analysis Scope Cross project  True

5SS duplication  Default: false

Exe| detection By default, SonarQube detects duplications at sub-project level. This
same project won't be reported. Setting this parameter to "true” allov

Java generally across projects. Mote that activating this property will slight

Java Properties Key: sonar.cpd.cross_project

JavaScript

Save Duplications Settings

Licenses



Juplications across
jects

(=] DockerPiExample 110
[=l src/main/java/com/dockerpi/sonar/metrics/SomeViolations.java Lines
E3
1 Jjoha_ package com.dockerpl.sonar.metrics;
2
3 I public class Someviclations {
F-
5 S/ checkstyle: visibility modifier (not checked in Eclipse)
& String name;
Fi
g Duplicated By
g = Test&pplication
18 srofJcom/mycompany/testapp/examples/metrics/SomeViolations java
11 Lines: 3 — 107
12 FEAVULL L LR S g
13
14 Ff Checkstyle: visibility modifier (not checked in Eclipse)
15 [ ] public string country;
16
17 S PMD: unused privagte field

18 @ private String unused;



Technical debt pyramid

Technical Debt Pyramid M Technical Debt
Reusability 0
Portability 0
Maintainability ] 2h 41min
Security [ ] 1h 40min
Usability 0
Efficiency 0
Changeability ] 5h 25min
Reliability ] 6h 36min

Total

2d 5h
2d 5h
2d 5h
2d 2h
2d
2d
2d
1d 3h

Testability ] 4h 45min  4h 45min



SCM Activity

(7] DockerPiExample
[=] sre/..Jjava/com/dockerpi/sonar/layers/frontend/LocationContr

joha_ johanj@infosupport.com
30 augustus 2014 19:28
2892fb1fedc203d76f7cb5781180d7f c06306b8a

I PULLLL Li0ZI LUWLDLLAFIPARITLl wraiacy



Web Service AP

sonarqube Dashboards +  |ssues  Measures

Rules  Quality Profiles  Quality Gates Administration More =

SonarQube™ technology is powered by SonarSource SA

Version 5.3 - LGPL v3 - Community - Documentation - Get Support - Plugins - Web Service API

¥

sonarqube Dashboards =  lssues Measures Rules Quality Profiles Quality Gates  Administration More =

Web Service API [1Show Internal

api/action_plans

Action plans management

api/authentication

Check authentication credentials

api/ce

Compute Engine

api/action_plans

POST api/action_plans/close

Close an action plan. Requires Administer permission on project

Parameters

format Response format can be set through:
optional
& Parameter format: xml | json
& Or the 'Accept’ property in the HTTP header:
* Acceptitext/xml
* Acceptapplication/json



Background Tasks

sonarqube

Administration

Configuration*  Security>  Projects  System~

Background Tasks

The server is in charge to process reports submitted by batch analyses. This page allows to monitor the queue of pending reports to process, and gives access to the history of past analyses.

0 pending 0 still failing

All Success | Failed | Canceled ] All Only Latest Analysis Any Date Q, Search

SUBMITTED STARTED FINISHED DURATION

B © DockerPiExample 6 februari 2016 21:10:50 21:10:51  21:10:53 2s Logs T
) DockerPiExample 20:52:41 20:52:42  20:52:43 1s Logs T

=1 DockerPiExample 20:37:26 20:37:28 20:37:29 2s Logs Y

T

=) DockerPiExample 3 februari 2016 13:33:47 13:3347  13:33:50 2s Logs



sonarqube

Administration

Configuration*  Security =

Update Center

Projects =

Update center

System =

Install, uninstall and delete plugins. You can also download SonarQube updates from the System Updates tab on this page.

Installed Updates Only

Available “ System Upgrades ] QlSearch

CSS  NENEENES
Enables analysis of CSS files.

Enables scanning of Java source
files

1.6-RC1 installed

1.1 installed

3.9 installed

Updates:

17 new rules including the analysis of EJB, Spring, Web XML
configuration files and handling of relationships between
symbolic values in Symbolic Execution engine ...

Homepage |ssue Tracker
Licensed under GNU LGPL 3

Developed by Tamas Kende and
David RACODON

Homepage |ssue Tracker
Licensed under GNU LGPL 3
Developed by SonarSource

Homepage Issue Tracker
Licensed under GNU LGPL 3
Developed by SonarSource

Uninstall

Uninstall

Update to 3.10 | Uninstall ]




using sonarlQupne on
existi \ﬁ(ﬁﬁﬁlﬁ@ﬁ(@ﬁ?@




Violations Ay Block
79.500 & Critical
N )
Rules compliance - _mijz:
0
81,6% v i

Unit tests coverage
7,6%

8,3% line coverage
6,2% branch coverage

U smg SonarQube on

70.240 N
0

9257 N

Package tangle index

44,7%

> 455 cycles A

Unit test success

21,3%

39 failures A
2.858 errors "u
3662 tests *u
34:29 min B

Dependencies to cut
105 between packages A
724 between files A

Duplications

30,9%
£51.025 lines ‘s
1.152 blocks A

450 files w



Jsing SonarQube on
existing-projects

s> ldentity hotspots

s> Use action plans

s> Maybe use a less strict quality profile

s> Add tasks/stories in the sprint to improve quality
s> Monitor quality of new code




sonarqube

¥¢ 5 DockerPiExample
#  Technical Debt  Coverage

Hotspots

Hotspots by Lines of code

sonarviolationss
pom.xml
SomeViolationsjava
Storejava

BlaServicejava

Hotspots by Duplicated lines

SomeViolationsjava

LCOM4 java

Hotspots

Duplications  Structure  Dashboards =

122
99
82
26
25

105
20

More

Mare

Components  [ssues  Administration »

Time changes...

Hotspots by Issues

SomeViolations,java
PMDTestjava
style.css

Pijava

sonarviolations,js

Hotspots by Complexity

SomeViolations,java
style.css

Pijava
sonarviolationsjs

LoadServicejava

6 februari 2016 21:10 Version 1.0-SNAPSHOT

v Configure widgets

Moare

22

10

More



anning issues

sonarqube Dashboards =  lssues Measures Rules  Quality Profiles  Quality Gates  Administration More =

¢ 5 DockerPiExample

# Technical Debt Coverage Duplications  Structure  Dashboards* Components Issues  Administration =

Quality Gate General Settings

Quality Profiles

since previous version since previous version Quality Gate
Caverage on new code fo78l Technical Debt Ratio on new code
00 < 80.0% 281 /E) = 5.0% Custom Measures

Action Plans

sonarqube Dashboards « ssues N res  Rules  Quality Profiles  Quality Gates  Administration More = | iministrator + OIS €@

E| I 6 februar 2016 21:10 Version 1.0-SNAPSHOT
¢ £ DockerPiExample

#A  Technical Debt Coverage Duplications  Structure  Dashboards* Components  Issues  Administration «

Successfully created. [hide]

Action Plans

Create and administer Action Plans for this project. Action Plans allow you to prioritize and group issues, and to monitor progress on those groups.

ST. NAME DUE FOR PROGRESS DESCRIPTION AUTHOR OPERATIONS

= Release 1.0 Mo issues linked to this action plan yet. Administrator Edit Close Delete



Planning issues

27
28
29
38
31

31

public int test(int wvar) {
if (var < @) {

return @;
b
Q° int output = var + 1;

Remove this useless assignment to local variable "output”. ..

@ Majorv O Open~ Notassigned~ Notplanned * 15min debt Comment

Remove this unused "output” local vari LT ETE
ajor = pen = ot assigned = ' i omment
o Mai O o0 N = d Release 1.0 G
[~} int output = var + 1;

Remove this useless assignment to local variable "output”. ...

@ Major> O Open~¥ MNotassigned> Release 1.0 15min debt Comment



sonarqube

O Author
O Language
Action Plan

=) DockerPi Example

alflw l Reload ‘ Mew Search Bulk Change

@ src/main/fjava/com/dockerpi/helloworld/BlaService java

Release 1.0

Mot planned

34k

Remove this useless assignment to local variable "output”, -

@ Major =

O Open~¥ MNot assigned ¥ Release 1.0+

15min debt Comment




s> Create stories/tasks to improve the quality
s> Perform manual code reviews

s> Agree on a standard for items SonarQube
cannot check

s FiX items or mark them as false positive
s> Use separate logins
s> Settings/reviews are project specific



s> Options to use SonarQube

o Central server (commit AND nightly)

o IDE plugin

o Local in your development environment
s» Check code quality before “To verify’ step

o First merge your code so it is up to date
= Verifier should also verify the quality






Accept failure, bus

Improve_continuousl

“Once we accept our limits, we go beyond them.”

- Albert Einstein



Questions

¢ ASK mel!

s> Sonarqube.org

s» Nemo example dashboard
¢ SonarQube books

johan.janssen@infosupport.com
O @johanjanssen4?2



