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| Key Takeaways

IoT integration...

* is part of a hybrid integration architecture
 includes process engines, data ingestion and streaming analytics

« at the edge is getting more and more important

TI BC%C © Copyright 2000-2016 TIBCO Software Inc.
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I Internet of Things (IoT)

TIBC2

... refers to the ever-growing network of physical
objects that feature an IP address for internet
connectivity, and the communication that occurs
between these objects and other Internet-enabled
devices and systems.



I Forecast for Year 2020 = 20+ Billion Devices

&%. loT Analytics - Quantifying the connected world

Global IoT/IoE device forecasts Source
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Note: Some forecasts only for specific years, in that case all other years in between are extrapolated based on the corresponding growth rate; Ericsson does not specify today’s number of connected devi
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I IoT Landscape 2016
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I Challenges

Great IoT standards available

« MQTT, CoaP, OPC UA, many more
« Different abstraction levels
* Not the one single standard

IoT raises several other new challenges
» Devices are not connected to the cloud
» Devices have low bandwidth to connect
» Latency of connectivity is significant
« Connectivity is not reliable
« Connectivity is not cost-effective

TIBC2 0@



I Integration is Key for Success of IoT Projects

TIBC2

Gartner
Market Guide for IoT Integration

“Through 2018, half the cost of

implementing IoT solutions will be
spent on integration.”

Strategic Planning Assumption,
Benoit J. Lheureux, Massimo Pezzini, Alfonso Velosa

Without Integration
there is no
Internet of Things!
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I Integration Frameworks

Connectors Process Design Tools
Connectors to technologies Connectors to vendor applications Process Data
Call Conversion
' ' D D ' D w Transitions
(e.g. JMS, MQTT, FTP) (e.g. SF.com, SAP)
Integration Processes |_‘

—F e (
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I Enterprise Integration
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“The goal of EIPs is to document technology-
independent design guidance that helps

developers and architects describe and develop

TIBC2

robust integration solutions.”

http://www.eaipatterns.com
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| Pervasive Integration with different Technologies and User Roles

Gartner Hybrid Integration Platform Capability Framework

Role-Based User Experience
Integration Specialist UX Ad Hoc Integrator UX Citizen Integrator UX ii HIP Administrator UX
i
Governance: Prepackaged Integration Content
.:AP' Policy g
anagemen
= AP!/Integration Orchestration Operations:
Services *Admin
Catalaogue Integration Scenarios Support * Monitoring
«Life C - v ¢ =y s --—-=l | *Management
Mana‘;f“em {TTASKTT BB {Cloud Service | | Miobile "ol * Seixity
'm},"’a‘i‘;‘,‘,’m Core Application and Data Integration Capabilities
*Tracking |
*Operati
Ar‘::";m‘;"a Communication Styles & Protocols
Deplo ment Models 2
ploy! o \//‘\ “
On premises " Hybnd S Cloud

https://www.linkedin.com/pulse/how-implement-hybrid-integration-platform-tackle-massimo-pezzini

There is no “one-size-fits-all” IoT integration!
TIBCY



I Hybrid Integration Platform (HIP)

Process
Integration

Business Process
Management Platform

Streaming
Analytics

Application
Integration

Cloud-Ready

On Premise
Public Cloud

TIBC2
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I Hybrid Integration Platform (HIP)

Process
Integration

Business Process
Management Platform

Application
Integration

Cloud-Ready

On Premise
Public Cloud
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IoT
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I Dataflow Pipeline — Extract, Transform, Load

Data °"°’la“°“ Data
Pipe
\ )
N
Pipeline

https://www.linkedin.com/pulse/data-pipeline-hadoop-part-1-2-birender-saini

TIBC2



I Dataflow Pipeline - Characteristics

Flow-based Programming

Ingest data from various sources
Extract (E) - Transform (T) — Load (L)
Transform / Filter / Route / Aggregate / Enrich ...

High-throughput straight-through data flows

Data lineage

Synchronous and asynchronous communication

Batch or stream processing
 Visual coding with flow editor
* Not to be mixed-up with stream processing for event correlation

TIBC2 0@



I Dataflow Pipeline - Examples Al except Informalica Use

open source / open core business model

~

de2 StreamSets” @ Cask Hydrator

BS=x o ®
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“stalend @Rentahm ceeieee o

Hitachi Group Company Informatlca



I Apache MiNiFi: Data Ingestion at the Edge

Edge Intelligence for loT with Apache MiNiFi

] L . ‘»‘i Capture new sources of data
[ ”n,ﬂ‘f/’ - N—
0:%’9:00 oo ¢550 ‘o:o:o:o:o‘

“"designed to solve the difficulties of

8
managing and transmitting data feeds - 050 & i
to and from the source of origin, often S «“‘

the first/last mile of digital signal.”

~ ‘\\‘
AWS
Azure
Google Cloud
Hadoop

https://nifi.apache.org/minifi/
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I Stream Processing

Event Streams
. . - --_ - - ] - -
simnmraii atuimriaieen sSnimTaiaiiies ". ssmefETiiocmaisoomalt -
--- - ------'- ------ ----—- : - =-'- ------—-----
- = = - - - --- =
‘-: :_-!- :-.-'i--l -:-- 7‘: = - - -l'---I -:-- h---‘---- -li--. -:-- = - -’—-
e LRl L] [} . - e -

* Continuous Queries
e Sliding Windows

* Filter

* Aggregation

e Correlation
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I Stream Processing
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I Streaming Analytics - Predictive Maintenance

Temporal analytic: “If vibration spike is followed by temp spike then
voltage spike [within 4 hours] then flag high severity alert.”

Temperature

Vibration

TIBC2
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] Fog Computing (sometimes also called Edge Computing)

Cloud-to-Cloud
Device-to-Cloud

Communication
Device-to-Device
Communication
Communication ‘

’ Cloud Computing I

" Fog-to-Cloud
ommunication .
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Fog Computing

Fog Computing
Fog Computing

http://www.slideshare.net/Angelo.Corsaro/20141210-fog
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I Typical IoT Integration Scenario

77
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Cloud

What's wrong with
Cloud-only IoT Integration?

Connectivity is unreliable
Non-trivial latency in hops
Networks costs add up quickly




I A better IoT Integration Blueprint

Business Microservices
@ go here

‘f;\“ Global Control &
Opt/m/zat/on

- L | Control
ocal Contro
((((l>))) <APP/>I ’
M Fewer / Coarser
‘ﬁv Sensor Event Stream Events

Devices

Gateway Cloud

Edge Microservices
go here

Edge microservices logic

could also run here

Benefits:

 Local control = more reliable
 Less traffic = Lower TCO

Edge integration & event processing

TIBC2 -



I Process Engine

- Integrate and orchestrate various data sources

- Wire together hardware devices, APIs and online services
« Transform / Filter / Route / Aggregate / Enrich ...
« Error handling, Re-Try, Re-Routing, Wait, Resume, ...
« Not just Extract-Transform-Load
« Synchronous and asynchronous communication
« Typically real time processing
 Visual coding with flow editor
- Deployed at the edge
TIBCS 0@



I Real World IoT Use Cases for a Process Engine

TIBC2

Consumer loT

Device Registration
Device Management

Device Diagnostics
Usage Billing
Account Management
Experience APls

Industrial loT

Lifecycle Management
Device Diagnostics
Performance Optimization
Asset Management
Stream Pre-processing
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I Open Source IoT Process Engines

@ KUra

= cclipse Andche &~

o2,

Camel Node-RED

Commonalities:

« Open source frameworks

« Connectivity to IoT technologies (MQTT, CoaP, REST, ...)
« Web UI for visual coding, testing, debugging

« Deployable “at the edge”

« For developers / integration specialists / citizen integrators
« Extendable SDKs / APIs

TIBC2

)

FLO GO

A lot in common
but
different focus!
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I Eclipse Kura

HU(Q Downloads ~ Documentation ~ Community ~ Kura is an iot.eclipse project

kur@ Get Started
+ - a el @ Downloads
peoming 21 6 Community

. @ Wiki

Apache Camel announces support for Kura in the upcoming 2.15 release! Read more
information here. Watch a video introduction and tutorial here.

Solution Showcases
Cloud-based Kura

device / : oot-a-Pi Tutorial Greenhouse
management Tutorial

Mailing List

A great way to stay up to date with Kura activity s to subscribe to the Kura email list provided by Eclipse. Sign up for the mailing

list here.

Issue Tracker

Issues and bugs related to Kura are tracked with Github Issues. Please enter any issues you find there.

Discussion Forum

A general discussion forum can be found here.

Contributing

An overview of the contribution process is here. The key points are:

1.Ensure you have signed the Eclipse Foundation Contributor License Agreement (CLA)
2. Fork the git repository of the component you want to contribute to

3.Fix the issue and add suitable tests.

eclipse / kura
< Code Issues 141
Kura project

® 2,437 commits

Pull requests 9 Projects 1 Wiki

1/ 14 branches 30 releases

@Watch 43 JStar

Pulse Graphs

41 22 contributors

13 YFork o7

Branch: develop ~ ull request

{8 amitioy committed with ctron Added missing Javadoc comments in Wire Asset

. kura

W target-platform

B gitattributes

B gitignore

B travisymi

[E) CONTRIBUTING.md
[) LICENSE

[E) README.md

B build-all.sh

[B) build-menu.sh

) checkstyle_checks.xmi

Added missing Javadoc comments in Wire Asset
#660: Fix deployment of jdk.dio

Update gitattributes

Latest commit seesass 3 days ago

Modified target-platform build to have correct versions when in -SNAP.

Enable BREE validation on Travis Cl build

Changes to include formatter and cleanup profiles.

Initial commit

Fix a few things in the readme

Allow passing in Maven arguments to all maven build steps

#577: Workaround for Mac 0S

Fixing wrong crif line ending for formatted and cleaned files. Added ...

3 days ago
5 days ago
13 days ago
2 months ago
14 days ago
24 days ago
3 years ago
3 months ago
2 months ago
26 days ago

14 days ago

eator of innovative
ucts: YourKit Java

http://www.eclipse.org/kura




I Eclipse Kura (+ Apache Camel) - Facts ol kurq
‘.;..: ¢

* Focus on IoT Gateway

« Set of Java and OSGi services
* including I/O services, Data Services, Cloud Services, Networking, etc.
* Web UI for Configuration (Devices, Network, Protocols, etc.)

» Eclipse Public License 1.0
« Mature framework (~3 years old, code based committed in December 2013)

+ Best of breed with focus on coding instead of a visual designer

» Eclipse IoT Projects
IoT Gateway --> Eclipse Kura
Services like Eclipse SmartHome
Standard implementations like Mosquitto (MQTT Server)
Connectivity via Eclipse Paho (MQTT Client)

+ Apache Camel Connector
Integration Framework (connectivity, enterprise integration patterns)
Visual coding via JBoss or Talend (both available as open source edition)
« For Developers / Integration Specialists only
* More complex to install and build a first IoT integration flow
»  Write source code

« Can be run on a variety of platforms (on premise, cloud, edge devices, container)

TIBC2 0@



I Eclipse Kura — Functionality Overview and Architecture

loT Gateway Duties

Applications

+ Hardware and Field Abstraction ?, — 3
~ Sensor Connectivity g Connsctivity and Delivery §
- 1/0 Access p R —— e :
+ Manage Network and Connectivity s H i | (2
— Wireless Modems, Firewall, Wi-Fi Hotspot, VPN g:;\';:y = SRy Feah Suvice
- Online / Offline mode BRSSO
*+ Manage Applications
—~ Remote Start/Stop, Install/Uninstall of applications mwp:':r;m'm
— Remote Configuration Management and Snapshots
* Manage loT Connectivity
- MQI P Connons (3 EUROTECH

dla DUnenng ana newies

http://www.slideshare.net/Eurotechchannel/kuram2miotgateway

https://www.youtube.com/watch?v=ia8cLnR1uFI

TI B(:%C © Copyright 2000-2016 TIBCO Software Inc. Q G @



| Eclipse Kura - Hello World

Overview

This section provides a simple example of how to create a Kura “Hello World” OSGi project using Eclipse. With this example, you will

learn how to perform the following functions:

» Create a plugin project

KUre

* Consume the Kura Logger service
 Write an OSGi Activator public class HelloOsgi {
* Export a single OSGi bundle (plug-in)

» Create a Deployment Package

- org.eclipse.kura.example. hello_osgi/META-INF/MANIFEST.MF - Eclipse - /Use)
F O Q@ iHG BS SRR &2

- c==o[Ee
[# Package E 83 ¥ Plug-ins = O

88| v
» 5 org.eclipse.kura.api
» % org.eclipse.kura.demo.heater
» 5 org.eclipse.kura.emulator
» [ org.eclipse.kura.example.hello_osgi
» £ target-definition

5 kura-equinox_3.8.1.target 4% org.eclipse.kura.example.hello_osgi 3

Total: 0

- of i 13

Augment the plug-in development classpath with the
following dependencies without adding them to the

MANIFEST.MF file.
Add...

Remove

¥ org.eclipse.osgi.services
- sifaj.api

Up

Down

Total: 2
Analyze code and add dependencies to the MANIFEST.MF

() Require-Bundle (® Import-Package

» Dependency An:

Overview | Dependencies ‘ Runtime ‘ Build | MANIFEST.MF ‘ build.properties

package org.eclipse.kura.example.hello_osgi;

private static final Logger s_logger = LoggerFactory.getlLogger(Hel

private static final String APP_ID = "org.eclipse.kura.example.hel

pr void activate(ComponentContext componentContext) {
s_logger.info("Bundle " + APP_ID + " has started!");

s_logger.debug(APP_ID + ": This is a debug message.");

lentContext componentContext) {

+ APP_ID + " has stopped!");

eoce [} Kura Admin

€« C [ pione.local/kura

Kura

Services

@ ClockService

:D CloudService
DataService

N
a\ MgttDataTransport
@A _pneioncandsa

TIBC2

|:| Device

Summary information about the current hardware and software configuration of this d

Profile Bundles || Threads System Properties Command
Name Value
(= Device Information
Kura Version KURA_1.1.0
Client ID B8:27:EB:D1:33:.7E
Display Name Raspberry-Pi
Uptime 0 days 0:2:58 hms
Last Wifi Channel "
= GPS Information
Latitude 0.0
Longitude 0.0
Altitude 0.0

= Hardware Information
Model Name

Model ID

Raspberry-Pi
Raspberry-Pi

Copyright © 2011-2014 Eurotech Inc., and others. Made available under the terms of the Eclipse Public License v1.0

https://eclipse.github.io/kura/doc/hello-example.html




I Apache Camel

Message Filter
Processor

/Domain Specific
Language (DSL)

Used to wire endpoints
and processors

Processors

Handle things in
between endpoints ke
. Routing

from(“"file:a")
choice()
vhen (condition)

together to form to(*4ms:b*) . Transformation
o9 ) . Content-Based Router o
routing rules when (condition) P . Mediation
to(“http:c”) rocessor . Ennichment
otherwise() . Transformation
to(“satp:d”) ’
( P . Validation
.

‘ e
L A
(% s

Endpoints Components

sew HTTP File Camel can send . Provide a uniform
messages to them Endpont interface
Of receive messages . Connect to other
from them systems

\

’ ' V]

http://www.kai-waehner.de/blog/2012/05/04/apache-camel-tutorial-introduction/

TIBC2

public class IntegrationRoute extends RouteBuilder {
@0verride

public void configure() throws Exception {
from(“file:target/orders”)

.unmarshal().csv()

.split(body().tokenize(“,”))

.choice()
.when(body().contains(“DVD"))
.to(“file:target/outbox/dvd”)
.when(body().contains(“CD"))
.to(“jms:CD_Orders”)
.otherwise()

.to(“mock:others”);




I Apache Camel (in conjunction with Eclipse Kura)

Eclipse Kura component

®

Kura component is available starting from Camel 2.15.

This documentation page covers the integration options of Camel with the Eclipse Kura M2M gateway. The common reason to
deploy Camel routes into the Eclipse Kura is to provide enterprise integration patterns and Camel components to the
messaging M2M gateway. For example you might want to install Kura on Raspberry PI, then read temperature from the sensor
attached to that Raspberry PI using Kura services and finally forward the current temperature value to your data center
service using Camel EIP and components.

Creating Camel routes for Eclipse Kura

public class CatewayRouter extends KuraRouter {

1
2
3 @0verride

4 public void configure() throws Exception {
5 from("timer://heartbeat").

6 to("log:heartbeat");

7

8

9

10
11}

https://dzone.com/articles/creating-camel-routes-for-eclipse-kura

TIBC2



I Live Demo

Kura (+ Apache Camel) in Action

TIBC2 0@



I Agenda

1) loT Trends and Challenges
2) Hybrid Integration Architecture
3) loT Integration

o Dataflow Pipeline
o Stream Processing
o Process Engine

4)  Open Source loT Process Engines

o Eclipse Kura (+ Apache Camel)
o Node-RED
o Flogo

5) Cloud loT Platforms

TIBC2



I N @) d e- RE D Deploy this application to Bluemix

Deploying this app will create a private DevOps Services project for you. Learn more.

NODE-RED-BLUEMIX-
& 6" GIT URL: https://github.com/node-red/node-red-bluemix-starter.git
T BRANCH: mast
S Node-RED i
q,b §¢° A visual tool for wiring the Internet of Things
D
<

.g IBM Bluemix™

Node-RED is a tool for wiring together hardware devices, APIs and
online services in new and interesting ways.

node-red / node-red @ 301 | s

Getting Started

If you already have Node.js installed, run:

$ sudo npm install -g node-red
$ node-red

To try it out on IBM Bluemix, click the button:

Otherwise, head over to the Getting Started guide.

Latest version: v0.15.1 (npm)

ttps://nodered.org/

TIBC2 0@



I Node-RED

> function
> social

> storage
> analysis
> advanced

TIBC2

Node-RED GitHub Hooks

Node-RED GitHub

Filtee dupes

Bluemix monitor

-

oS

Node-RED

S _—— i
veaerto <\t ode D Modesatn =\ W n et -Googe s x .
€ 5 ¢ 6 [Douseis
o= T +| [
Type
Lo D
O K00 to Encoean Properties
| - fopic
e name
0 = |
I /. retes En0ceon wickssogams o
| o L5 Teromt b || Enceemn > anmeeanaR vansmission vsng U v
| L L] e output node SUpports ding of switching &
|| ot fonction node = 1 o) i Geseting e baSelD of
3 Sname  [eocn .- ctsto Seiaou node |
|| o=  functon
| |t >
ocions >
= >
I >
| >
| |mmens > < ouputs
I
Sesthe ot for bl writeg s
| |
i
i ama.
e .

http://industrialinternet.co.uk/category/node-red/

Node-RED Library

Find new nodes, share your flows and see what other people have done with Node-RED.

[Hifows [ZInodes. 1031 trings

node-red-contrb-knxjs

whatever




I Node-RED - Facts

O,

Node-RED

» Focus on Integration on an IoT Gateway

« Built on Node.js and Javascript

« Very easy to install and build a first IoT integration flow

« For developers / integration specialists and ciziten integrators

« Visual coding via web designer

« Apache 2.0 License

« Mature framework (~3 years old) with many examples and docs

* Native integration into IBM Bluemix cloud platform
» Leverage other Bluemix services

« Can be run on a variety of platforms (on premise, cloud, edge devices, container)
* Flows can be shared as JSON strings / files
+ Always needed to run the full node.js engine to execute a flow

TIBC2 0@



I Live Demo
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Project Flogo™
Ultralight Open Source Framework for 1oT Apps & Integration
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World's Lightest Design & Debug flows 100% Open Source.
Integration Engine in a browser 0% lock-in.

Project Flogo

Open Source Framework for loT Integration

20-50X lighter than Java or NodeJ to run on Conversational flow user design experience, Permissive open source licensing & powerful
the smallest IoT Edge devices, not just the cloud. inciuding the Ist-ever Stepback Dabugger Golang SOK to avoid any lock-in

) his repository Pull requests Issues Gist P
TIBCOSoftware | flogo ©watch- 41  *Star 98  YFork 9
o Code Issues 3 Pull requests 0 Projects 0 Wiki Puise Graphs
|OT Integration fOI’ Project Flogo http://flogo.io
ii A @ Devices 46 commits 3 branches 2releases 125 contributors
@& Bulld loT applications that run on edge Branch: master - || New pullrequest | | Create new file | Upload fies | Find fil
devices and quickly Integrate them with loT
gateways and cloud services like AWS™ loT 1 ahar-ib0o Travis: change il neme o stat-fogo-web.ah Latest commit ssdgese 7 days ago
or Microsoft Azure® loT Hub. mdocs update how-to filename 2 months ago
Device Activation, Remote Device ighare Ading flogo-io-web-startsh WIP intial checkin 2 mor
Diagnostics, Sensor Event Processing, etc. travisyml Travis: change file name to start-flogo-web.sh 7 days ago
README md Fixed typos & added clarification re: icense 9 days ogo
TIBCO Samples nternal E.. Add EULA 14 days ago
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Project Flogo

Project Flogo is an Open Source Framework for loT Edge Apps & Integration.

Highlights include:

]
L] + Ultralight process engine - 20x-50x ightr than Java o NodeRed
+ Extensible & reusable by design to buid your own apps, frameworks & platforms
] "] ] * 100% Open Source
T -

Project Flogo consists of the following sub-projects available s separate repos:

« flogo-cli: A command line tool to build flogo apps

« flogo-lib: A library to build Flogo extensions

« flogo-services: Backing services required by Flogo

+ flogo-contrib : Flogo Extensions available out of the box

Getting Started




I Project Flogo IoT Example

TIBC2 Flogo

Device Activation Flow ) CoAP query o
— - v : Simple COAP GET

- saten T“[L?‘Pr

INPUT

2 L

MQTT Message log request CoAP query log pet
‘Tt R Act Simple COAP GET ‘

Counter Acti... Log Activity REST Activity..

{"devid™;"111"}

Log Activity (2, REST Activity
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| Flogo = Facts /
N|

FLOGCO"

« Focus on Integration on IoT Devices / Gateways and very lightweight edge applications
« Powered by Golang

« Very easy to install and build a first IoT integration flow

« Ultra-lightweight footprint with zero dependency model

« For developers / integration specialists and citizen integrators

» Visual coding via web designer

« BSD-style License

« Developer Preview (released in October 2016)

« Can be run on a variety of platforms (on premise, cloud, edge devices, container)
» Flows can be shared as JSON strings / files
« Lightweight binaries with zero dependencies can be shared and deployed on devices
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I Web-Native Step-Back Debugger /

-
Project FLOGO™ ™
Device Diagnostic: F |_ O G O
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« Step back in a flow
I « Interactively design/debug
) v your process
« Simulate sensor events
« Change data or configuration

and run from Trigger or any
Run from Trigger Activity
* Underlying technology could

be used to support remote
INPUT ops debugging of failed flows
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Flogo in Action



I What technology to build edge apps?

Java Node.js C/C++

« Heavy (>200MB) « Lighter (~70MB) « Lightest

* Not agile « Agile * Not Agile

« Robust * Not IoT robust « Robust

« Licensing risk « Clear licensing * Clear licensing

TIBC2 0@



I Why Go?

Modern programming language
Getting a lot of traction due to usage in frameworks like Docker or Kubernetes

Concurrency
Built into the language (Goroutines, channels, no explicit thread programming)

Memory management
Modern Garbage collector

Statically typed

Type-safe development with no “surprises” during runtime

“Partly” object-oriented
Simple and flexible type system, composition instead of inheritance

Zero-dependency programming model
All-included binary file, no dependent “external” libraries

Speed

Ultra fast compilation and startup time, very lightweight footprint

TIBC2 0@



I Infrastructure Layers

Typically 100s of
dependencies -
100MB+

“All included” zero-
dependency model

App App enabled by Go

Framework - OSGi Framework — Node.js

VM - JVM VM - V8

OS OS

Hardware Hardware

Eclipse Kura Node-RED Flogo
TIBCS O J OB



I Whoa!

TIBC2

Security Logging
Node.js Node.js

OS

Hardware

Node-RED

Overhead for every app
means you run out of room
for your apps

Protocol Diagnostics Sensor
Bridges 9 Processing

Security Logging Metrics

OS

Hardware

Flogo



I Resource Requirements

Golang
Base Disk Space 59 MB 56 MB ~0MB
Base Runtime Memory  ~ 70 MB (with Open JDK) > 50 MB ~5MB
~ 20 MB (with Oracle Embedded Java)
Startup time Slow (~8 sec) Slow (~5 sec) Fast (~1 sec)
Application Build Slow Not Applicable Fast (~2 secs)

TIBC2 0@



I Outlook: Flogo Nanoservices on Microcontrollers

Freescale KLO3 microcontroller
ARM® Cortex®-M0+ processor

48 MHz
32 KB Flash, 8KB boot ROM, 2 KB RAM
35uA/MHz low-power active mode

| uA sleep mode

2mm x |.6mm

TIBC2

Flogo nanoservices that target
microcontrollers like ARM MO

Offload I/O centric compute
farther off to the edge.
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I Amazon IoT Reference Architecture

Potential use cases
« Event-driven Flows
« Device Lifecycle Mgmt

« Orchestration

()

~\  MESSAGES @ ~=|
= || [

AWS SERVICES
With these endpoints you can deliver
messages to every AWS service.

. RULES ENGINE
U MESSAGES MESSAGES Transform device messages
T i / based on rules and route to
— AWS Services
AWS loT DEVICE SDK AUTHENTICATION DEVICE GATEWAY
Set of client libraries to connect, & AUTHORIZATION Communicate with
authenticate and exchange messages Secure with mutual devices via MQTT,
authentication and encryption WebSockets,
and HTTP 1.1
/\ DEVICE SHADOWS
.el o LA Persistent device state during
RN i [ /’l h intermittent connections

REGISTRY
Assign a unique identity to
each devices

TIBC2
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APPLICATIONS
Applications can connect to
shadows at any time using an AP

Core Integration

Agile Microservices
API Management
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I Google IoT Reference Architecture

Lightweight
edge apps

Non-TCP
e.g. BLE

Edge apps

Standard
Devices

=
.5

Gateway

=
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~
Google Cloud Matform / 0
e Storage
Pipelines ]
O o
O- ) ey
o 069
Analytics
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I Intel IoT Reference Architecture

Potential use cases
« Event-driven flows & rules
S Things -------- « Device Lifecycle Mgmt

%}  User Experience

; preseeseees Network ----------- L A peeeeeeenanns Cloud -------- Q
Security  Management APi Libraries, - ; Gateway Devices 1 I . .
APls, SOK | ' - : ’
- -1 ] ; - -
-{ & e 8 W @ | 8|1
9 : : ' . | av :
|\ S g | : : I
- ' Security Management API Libraries, | Imtlmwe Batch & Stream  Storage Servers
No Internet Connectivity ; - APls, SOK ' Analytics

A
o

8 | i | %

= 00 .
Security Management API Libraries,

Internet Connectivity " APIs, SDK

Figure 1. End-to-End loT Solution from Things to Network to Cloud

Source: The Intel® loT Platform Architecture Specification White Paper Internet of Things (loT) Core Integration

Agile Microservices
API Management
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I Serverless Architecture with IBM’s OpenWhisk (Open Source)

CRUD triggers, actions, and rules
Invoke actions

Package
ﬂ 0)))
Package
ﬁ ))) NodeJs Service ecosytem
o
Trigger mm Invoke @ Bluemix services

Package Swift NodeJS Docker
||Iiiii||| 0))>

Docker
Package
IIiiiiIIl O)j>

N
e S

3rd party services
Self-enabled services

https://apiguy.tokyo/2016/03/01/openwhisk-a-world-first-in-open-serverless-architecture/
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I Hybrid Integration Architecture is the New Default

TIBC2



| Key Takeaways

IoT integration...

* is part of a hybrid integration architecture
 includes process engines, data ingestion and streaming analytics

« at the edge is getting more and more important

TI BC%C © Copyright 2000-2016 TIBCO Software Inc.



I Questions? Please contact mel!

Kai Wahner

Technology Evangelist

kontakt@kai-waehner.de
@KaiWaehner
www.kai-waehner.de
LinkedIn
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