
Monitor your Containers
with the  Stack

Philipp Krenn @xeraa



Infrastructure | Developer Advocate





Who uses more than 10 
servers / containers?



How do you log?



What are logs?



Now what?



You Know, for Search







ELK Stack











Elastic Stack











Filebeat



tail -f



tail -f
over the network



tail -f
over the network

on !



Parsing: Logstash or Ingest-Node



At-Least-Once, 
Backpressure, and 
Graceful Downtime







Multiline
Filtering

JSON Decode



Logging with Docker
101 options



https://docs.docker.com/engine/admin/logging/overview/

https://docs.docker.com/engine/admin/logging/overview/


001 JSON-File
Filebeat for JSON

➕
Simple, default, well integrated

Metadata (name, labels,...)
docker logs

➖
Potentially slow

By default unlimited file size



010 Syslog
Local Syslog server and Filebeat

➕
Configurable path, rotation,...

➖
Custom Syslog server

Metadaten serialized and deserialized
Multiline



011 Journald
Filebeat

➕
Widely available

Metadata
docker logs

➖
Not yet supported by Filebeat (Community Beat: Journalbeat)



100 GELF
Logstash-GELF-Input

➕
Direct Logstash connection

➖
UDP — no ACK, no backpressure



101 Volume
Filebeat

➕
Simple installation (if app rotates logs)

Scalable

➖
Metadata



!
Today: JSON, Syslog, Volume

Future: Journald



Metricbeat



Metricbeat System



Metricbeat Service



Read cgroup data from
/proc/

Part of the system module



No Docker API access required
Security



All containers
Docker, rkt, runC, LXD,...



Enriches process information 
automatically with cgroup data



No container names or labels



But Docker...



Dockerbeat
https://github.com/Ingensi/dockerbeat

https://github.com/Ingensi/dockerbeat


Dockerbeat
https://github.com/Ingensi/dockerbeat

https://github.com/Ingensi/dockerbeat


Dockbeat
https://github.com/Ingensi/dockbeat

https://github.com/Ingensi/dockbeat


In Metricbeat 5.1+



System Permissions
$ sudo docker run \
  --volume=/proc:/hostfs/proc:ro \
  --volume=/sys/fs/cgroup:/hostfs/sys/fs/cgroup:ro \
  --volume=/:/hostfs:ro \
  --net=host
  my/metricbeat:latest -system.hostfs=/hostfs



Service Permissions
$ sudo docker run \
  --link some-mysql:mysql \
  -e MYSQL_PASSWORD=secret \
  my/metricbeat:latest



Metricbeat and Docker





Half & Scaled Float



Packetbeat



Protocols



Flows
Application layer: Unsupported / encrypted (TLS) protocols

IP / TCP / UDP

Number of packets & bytes

Retransmissions

Temporal flow



Packetbeat and Docker





https://github.com/elastic/elasticsearch-docker

https://github.com/elastic/kibana-docker

https://github.com/elastic/logstash-docker

***beat soon

https://github.com/elastic/elasticsearch-docker
https://github.com/elastic/kibana-docker
https://github.com/elastic/logstash-docker


---
version: '2'
services:
  kibana:
    image: docker.elastic.co/kibana/kibana:5.2.0
    links:
      - elasticsearch
    ports:
      - 5601:5601

  elasticsearch:
    image: docker.elastic.co/elasticsearch/elasticsearch:5.2.0
    cap_add:
      - IPC_LOCK
    volumes:
      - esdata1:/usr/share/elasticsearch/data
    ports:
      - 9200:9200

volumes:
  esdata1:
    driver: local



No more :latest



Demo
https://github.com/xeraa/vagrant-elastic-stack

https://github.com/xeraa/vagrant-elastic-stack


Heartbeat



Winlogbeat



Conclusion







More 
Open Source

Training
Dev Support
Consulting

Support



Tack!
Questions?
Philipp Krenn @xeraa

PS: Stickers



Schnitzel: https://flic.kr/p/9m27wm
Architecture: https://flic.kr/p/6dwCAe

Conchita: https://flic.kr/p/nBqSHT
Elk horn: https://www.theexplora.com/the-irish-elk-

megaloceros-giganteus/
Container ship: https://flic.kr/p/hjxW62

https://flic.kr/p/2AzAVJ
Wooden logs: https://flic.kr/p/9vvbKE

https://flic.kr/p/9m27wm
https://flic.kr/p/6dwCAe
https://flic.kr/p/nBqSHT
https://www.theexplora.com/the-irish-elk-megaloceros-giganteus/
https://www.theexplora.com/the-irish-elk-megaloceros-giganteus/
https://flic.kr/p/hjxW62
https://flic.kr/p/2AzAVJ
https://flic.kr/p/9vvbKE


Axe: https://flic.kr/p/pBU2VD
Tools: https://flic.kr/p/5JFmTS
Files: https://flic.kr/p/2EFcQ

Metric: https://flic.kr/p/9g5h3f
Packages: https://flic.kr/p/cJFDLN

Library: https://flic.kr/p/fiXcBj

https://flic.kr/p/pBU2VD
https://flic.kr/p/5JFmTS
https://flic.kr/p/2EFcQ
https://flic.kr/p/9g5h3f
https://flic.kr/p/cJFDLN
https://flic.kr/p/fiXcBj

