Monitor your Containers
with the &= Stack
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ALL THE THINGS!




Who uses more than 10
servers [ containers?




How do you log?



What are logs?



Now what?




{8 elasticsearch.

You Know, for Search

@) elastic






KIbaNA logstash







salesforce













Elastic Stack % ¢ elastic




e Kibana

Elasticsearch

e Logstash







G Kibana










tail -f



tai1l -f
over the network




"
a1l
-f

oV
er
th
e netw
orl
(

.;\‘}/‘
\‘ 0




Parsing: Logstash or Ingest-Node



At-Least-Once,
Backpressure, and
Graceful Downtime
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Multiline
Filtering
JSON Decode




Logging with Docker

options



Driver

none

json-
file

syslog

journald

gelf

fluentd

awslogs

splunk

etwlogs

gcplogs

Description
Disables any logging for the container. docker logs won't be available with this driver.

Default logging driver for Docker. Writes JSON messages to file.

Syslog logging driver for Docker. Writes log messages to syslog.

Journald logging driver for Docker. Writes log messages to journald.

Graylog Extended Log Format (GELF) logging driver for Docker. Writes log messages to a GELF endpoint like
Graylog or Logstash.

Fluentd logging driver for Docker. Writes log messages to f1luentd (forward input).

Amazon CloudWatch Logs logging driver for Docker. Writes log messages to Amazon CloudWatch Logs.
Splunk logging driver for Docker. Writes log messages to splunk using HTTP Event Collector.

ETW logging driver for Docker on Windows. Writes log messages as ETW events.

Google Cloud Logging driver for Docker. Writes log messages to Google Cloud Logging.



https://docs.docker.com/engine/admin/logging/overview/

JSON-File
Filebeat for JSON

+
Simple, default, well integrated
Metadata (name, labels,...)

docker logs

Potentially slow
By default unlimited file size
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Syslog

Local Syslog server and Filebeat

+
Configurable path, rotation,...

Custom Syslog server
Metadaten serialized and deserialized
Multiline
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Journald
Filebeat

+
Widely available
Metadata

docker logs

Not yet supported by Filebeat (Community Beat: Journalbeat)
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GELF

Logstash-GELF-Input

+
Direct Logstash connection

UDP — no ACK, no backpressure
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Volume
Filebeat

-

Simple installation (if app rotates logs)
Scalable

Metadata
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Today: JSON, Syslog, Volume

Future: Journald



Metricbeat




Metricheat System

CPU Mem filesystem

load network



Metricbeat Service
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Apache mongoDB PostgreSQL




Read cgroup data from
/proc/

Part of the system module




No Docker APl access required

Security



All containers

Docker, rkt, runC, LXD,...



Enriches process information
automatically with cgroup data



No container names or labels



But Docker...




Dockerbeat
https://github.com/Ingensi/dockerbeat


https://github.com/Ingensi/dockerbeat



https://github.com/Ingensi/dockerbeat

Dockbeat
https:/ /github.com/Ingensi/dockbeat



https://github.com/Ingensi/dockbeat

In Metricbeat 51+



System Permissions

$ sudo docker run \
--volume=/proc:/hostfs/proc:ro \

--volume=/sys/fs/cgroup:/hostfs/sys/fs/cgroup:ro \
--volume=/:/hostfs:ro \
--net=host

my/metricbeat:latest -system.hostfs=/hostfs




Service Permissions

$ sudo docker run \
--1link some-mysgl:mysgl \
-e MYSQL PASSWORD=secret \
my/metricbeat:latest



Metricbeat and Docker




Professor Zapinsky proved that the squid is more intelligent than
the housecat when posed with puzzles under similar conditions




Half & Scaled Float

On Disk Usage in kb
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Packetbeat



Protocols

http:// Thrift v

mongoDB MySW Postgre SQL

DNS

cve | () | Avor D& -+
MEMCACHED cassandra

Add your own



Flows

Application layer: Unsupported / encrypted (TLS) protocols

IP/ TCP / UDP
Number of packets & bytes
Retransmissions

Temporal flow
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Packetbeat and Docker

......-............HIOS:...........-....

= = = traffic exchanged between your containers
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https:/ /sithub.com/elastic/elasticsearch-docker

https://github.com/elastic/kibana-docker

https:/ /sithub.com/elastic/logstash-docker

***heat soon


https://github.com/elastic/elasticsearch-docker
https://github.com/elastic/kibana-docker
https://github.com/elastic/logstash-docker

version: '2'
services:
kibana:
image: docker.elastic.co/kibana/kibana:5.2.0
links:
- elasticsearch
ports:
- 5601:5601

elasticsearch:
image: docker.elastic.co/elasticsearch/elasticsearch:5.2.0
cap_add:
- IPC_LOCK
volumes:
- esdatal:/usr/share/elasticsearch/data
ports:
- 9200:9200

volumes:
esdatal:
driver: local



NO more :latest



https://github.com/xeraa/vagrant-elastic-stack


https://github.com/xeraa/vagrant-elastic-stack

Heartbeat



Winlogbeat



Conclusion

elastic
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Mo re % ¢ elastic

Open Source
Training
Dev Support
Consulting
Support
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Tacld!

Questions?

Philipp Krenn @xeraa

PS: Stickers



Schnitzel: https://flic.kr/p/9m27wm
Architecture: https:/ /flic.kr/p/6dwCAe
Conchita: https:/ /flic.kr/p/nBgSHT
Elk horn: https:/ /www.theexplora.com/the-irish-elk-

megaloceros-giganteus/
Container ship: https:/ /flic.kr/p/hjxW62
https:/ /flic.kr/p/2AzAV])
Wooden logs: https:/ /flic.kr/p/9vvbKE
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