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KEY TAKE AWAYS

e (Good design can yield a lot of security benefits
® Secure by design is a mindset

e Domalin primitives enhances security in depth
e Model sensitive data In each context

e Reduce complexity of entities

e [he three R's significantly reduces the attack window
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AGENDA

e A Bank Robbery

e  Secure by Design

e Technical solution to XSS
e Domain Primitives

e Sensitive Data Exposure

Dan Bergh Johnsson

e XML and a Billion Laughs e S

e Automatic (security) unit tests

e Domain Primitives Applied on Legacy

e Fighting Entity Complexity
e (Cloud Thinking
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A BANK ROBBERY

image: Smadisigt Medlemsblad fér DIS-Smaland
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Top 10 2017

A1 - Injection

A2 - Broken Authentication

A3 - Sensitive Data Exposure

A4 - XML External Entities (XXE)

A5 - Broken Access Control

AG - Security Misconfiguration

A7 - Cross-Site Scripting (XSS)

A8 - Insecure Deserialization

A9 - Using Components with Known Vulnerabilities
A10 - Insufficient Logging&Monitoring

Top 10 2013

A1 - Injection

A2 - Broken Authentication and Session Management
A3 - Cross-Site Scripting (XSS)

A4 - Insecure Direct Object References

A5 - Security Misconfiguration

AB - Sensitive Data Exposure

A7 - Missing Function Level Access Control

A8 - Cross-Site Request Forgery (CSRF)

A9 - Using Components with Known Vulnerabilities
A10 - Unvalidated Redirects and Forwards
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Top 10 2010

A1 - Cross Site Scripting (XSS)

A2 - Injection Flaws

A3 - Malicious File Execution

A4 - Insecure Direct Object Reference

A5 - Cross Site Request Forgery (CSRF)

ABG - Information Leakage and Improper Error Handling
A7 - Broken Authentication and Session Management
A8 - Insecure Cryptographic Storage

A9 - Insecure Communications

A10 - Failure to Restrict URL Access

Top 10 2004

A1 - Unvalidated Input

A2 - Broken Access Control

A3 - Broken Authentication and Session Management
A4 - Cross Site Scripting

A5 - Buffer Overflow

AG - Injection Flaws

A7 - Improper Error Handling

A8 - Insecure Storage

A9 - Application Denial of Service

A10 - Insecure Configuration Management




CROSS SITE SCRIPTING

(XSS)
Some webgite
S Input:
~ Webform +46 554510090
~ or

Dhone # | <geript>alert(“XSS”)</ecript>

|
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STORED XSS

<geript>alert(“XSS”)</gcript>
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REFLECTIVE XSS

Reflective XSS

<geript>alert("XSS”)</qeript>

IllegalArgumentException(“<script>alert (“XSS”)</script>")

omeda
@DanielDeogun @danbjson #SecureByDesign #Jfokus pO|n ®



2ND ORDER XSS

e
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| Service |

Trust Boundary
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TECHNICAL ANALYSIS

"Phone number” isn't escaped properly when rendered
on the website — hence, It gets interpreted as code!

<geript>alert(“XSS”)</ ecript>

<geript>alert(“XSS”)</gcript>
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TECHNICAL SOLUTION

Escape phone number so it can be rendered as text

<geript>alert(“XS8S” )</ qeript>

\ 7 <script>alert(“XSS”)</script>

&lt;script&gt;alert(&ldquo; XSS&rdquo;)&lt;/script&gt;
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Top 10 2017
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A4 - XML External Entities (XXE)

A5 - Broken Access Control

AG - Security Misconfiguration

A7 - Cross-Site Scripting (XSS)

A8 - Insecure Deserialization

A9 - Using Components with Known Vulnerabilities
A10 - Insufficient Logging&Monitoring

Top 10 2013

A1 - Injection

A2 - Broken Authentication and Session Management
A3 - Cross-Site Scripting (XSS)

A4 - Insecure Direct Object References

A5 - Security Misconfiguration
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A8 - Cross-Site Request Forgery (CSRF)

A9 - Using Components with Known Vulnerabilities
A10 - Unvalidated Redirects and Forwards
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Top 10 2010

A1 - Cross Site Scripting (XSS)

A2 - Injection Flaws

A3 - Malicious File Execution

A4 - Insecure Direct Object Reference

A5 - Cross Site Request Forgery (CSRF)

ABG - Information Leakage and Improper Error Handling
A7 - Broken Authentication and Session Management
A8 - Insecure Cryptographic Storage

A9 - Insecure Communications

A10 - Failure to Restrict URL Access

Top 10 2004

A1 - Unvalidated Input

A2 - Broken Access Control

A3 - Broken Authentication and Session Management
A4 - Cross Site Scripting (XSS)

A5 - Buffer Overflow

AG - Injection Flaws

A7 - Improper Error Handling

A8 - Insecure Storage

A9 - Application Denial of Service

A10 - Insecure Configuration Management




BUYING -1 BOOKS

@DanielDeogun @danbjson #SecureByDesign #Jfokus

Shopping Cart

1 Secure by Design

Total

$49.99 |

$40.50

$30.00

$39.49
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ANALYSIS

Webshop Context

-1 . Integer

Math Context

-1 : Integer

OrderLine {ISBN, -1}
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BUT QUANTITY IS “JUST”
AN INTEGER...

Integers form an Abelian Group Quantity

e Closure: a + b = integer e a concept that's well defined

ith strict boundaries
* Associativity:a+ (b+c)=(a+Db)+c Wi | U |

i e NOt closed under addition
e Commutativity: a+ b =b + a

e cannot be negative

e [dentity:a+ 0 =a

e [nverse: a + (-a) =0
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...OR IS QUANTITY A
STRING?

e \What characters are legal?

e \Which operations are allowed?”

e [Does this make sense”
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LET’S MODEL A HOTEL ROOM
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BUT RooM NUMBER
IS ““JUST” AN INTEGER...

Peano's Axioms
SRUEIRY T —“‘;, 1. Zero is a number
2. If n is a number, the successor of 7 is a number
- 3. Zero isn’t the successor of a number

4. Two numbers of which the successors are equal are themselves equal

5. If a set S of numbers contains zero and also the successor of every

number in S, then every number is in S

Abelian group

* Closure: a + b = integer

S e Associativity:a+(b+c)=(a+b)+c

e Commutativity:a+b=Db +a

e Identity:a+0=a

e Inverse:a+(—a)=0
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...OR IS ROOM NUMBER A
STRING?

——— « Whatcharacters are legal?

e \Which operations are allowed?

e [Does this make sense?
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DOMAIN PRIMITIVES

R R = ——

"A value object so precise in its definition that it, by its mere |
existence, manifests its validity is called a Domain Primitive.” |

- Secure by Design |

e Can only exist if its value is valid

* Building block that's native to your domain
* Valid in the current context

 Immutable and resemble a value object in DDD
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MATH AND HOTEL ARE
DIFFERENT CONTEXTS

//'

Hotel Domalin
//
//
’/
|
‘ Integer \

/ (a.k.a Room Number) !
Math Domain
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Hotel Domain |~

Room Number

Integer

Math Domain

Domain Primitive

omega
point.



MATH AND WEBSHOP ARE

DIFFERENT CONTEXTS

//'
/ Webshop
//
//
’/
|
‘ Integer
\ (a.k.a Quantity)
Math Domain
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Quantity

i )
!z s

Integer

Math Domain

Domain Primitive

'\Webshop Domain| ~
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QUANTITY AS A DOMAIN
PRIMITIVE

publlc f1na1 class Quantlty 1
private final int value;

public Quantity(final int value) {
inclusiveBetween(1, 99, value);

this.value = value:

L

- , N
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ROOM NUMBER AS A
DOMAIN PRIMITIVE

— e —— i — e ——

‘publlc final class RoomNumber <
| private final int value;

public RoomNumber(final int value) {
isTrue(Floor.isValid(value)):
inclusiveBetween(1, 50, value % 100);:
this.value = value;

}

public Floor floor() {
return new Floor(value);
}

W // other logic ..

omeda
@DanielDeogun @danbjson #SecureByDesign #Jfokus pO|n ®



INVALID QUANTITIES ARE
REJECTED BY DEFINITION!

-1 Integer A Webshop Context

N
\ N\
N

V4 ) R
4 Xy
. )

Réjected

Math Context

~ [ Quantity: {1 - 99}

OrderLine {ISBN, Quantity}

Only valid quantities are '\
accepted
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DOMAIN PRIMITIVES
TIGHTEN YOUR DESIGN

e Domalin Primitives tighten your design by
explicitly stating requirements and
assumptions.

e [hey also make It harder to inject data that
doesn't meet the expectations.

o | et's see If this pattern allows us to address

XSS attacks implicitly.

omega
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WE WANT TO PREVENT
INVALID PHONE NUMBERS...

- Input:

Webform +46 8 545 106 90
or
<geript>alert(“XSS”)</geript> ~
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BUT A STRING ACCEPTS ANYTHING...

Attackers look at this
Could be anything!

- public void register(final String phoneNumber) {

Developers mostly look at this to
understand the intention
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USE A DOMAIN PRIMITIVE INSTEAD

Only valid phone
numbpbers in your
domain }

public void register(final PhoneNumber phoneNumber) {w
) 1
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DOMAIN PRIMITIVES
“PREVENT” XSS

® [he PhoneNumber domain primitive enforce domain

ru

e validation at creation time.

e [his reduces the attack vector to data that meets the

ru

es In the context where It's used.

® <script>alert (“XSS”)</script> doesnt meet
the rules and Is rejected by design.

e But what about escaping — do we still need it?
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BUT...

... it becomes a lot of classes! ... what about performance?
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... isn’t it overly complex?

https://flic.kr/p/eGYhMw

https://creativecommons.org/licenses/by/2.0/

hitps://flic.kr/p/2pvb2T
https://creativecommons.org/licenses/by/2.0/

https://flic.kr/p/7Ro4HU

https://creativecommons.org/licenses/by/2.0/
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SECURE BY DESIGN

"A mindset and strateqy for creating secure
software by focusing on good design”

- Secure by Design
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Top 10 2017

A1 - Injection

A2 - Broken Authentication

A3 - Sensitive Data Exposure

A4 - XML External Entities (XXE)

A5 - Broken Access Control

AG - Security Misconfiguration

A7 - Cross-Site Scripting (XSS)

A8 - Insecure Deserialization

A9 - Using Components with Known Vulnerabilities
A10 - Insufficient Logging&Monitoring

Top 10 2013

A1 - Injection

A2 - Broken Authentication and Session Management
A3 - Cross-Site Scripting (XSS)

A4 - Insecure Direct Object References

A5 - Security Misconfiguration

AB - Sensitive Data Exposure

A7 - Missing Function Level Access Control

A8 - Cross-Site Request Forgery (CSRF)

A9 - Using Components with Known Vulnerabilities
A10 - Unvalidated Redirects and Forwards
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Top 10 2010

A1 - Cross Site Scripting (XSS)

A2 - Injection Flaws

A3 - Malicious File Execution

A4 - Insecure Direct Object Reference

A5 - Cross Site Request Forgery (CSRF)

ABG - Information Leakage and Improper Error Handling
A7 - Broken Authentication and Session Management
A8 - Insecure Cryptographic Storage

A9 - Insecure Communications

A10 - Failure to Restrict URL Access

Top 10 2004

A1 - Unvalidated Input

A2 - Broken Access Control

A3 - Broken Authentication and Session Management
A4 - Cross Site Scripting

A5 - Buffer Overflow

AG - Injection Flaws

A7 - Improper Error Handling

A8 - Insecure Storage

A9 - Application Denial of Service

A10 - Insecure Configuration Management




SENSITIVE DATA

e \\Vhat Is sensitive data”?

e \Where and how sensitive data iIs consumed should
be defined explicitly

e But how can we detect that sensitive data has
been illegally exposed?
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READ ONCE PATTERN

~ public f1na1 class SensitiveValue 1mp1ements Externallzable {
private transient final AtomicReference<String> value;

public SensitiveValue(final String value) { |
this.value = new AtomicReference<>(validate(value));

} |

public String value() {
return notNull(value.getAndSet(null), "Sensitive value has already been consumed");

s |

private static String validate(final String value) { |
// Check domain-specific invariants |
return notBlank(value).trim(); |

} |

@Override

public String toString() { |

"‘ return "SensitiveValue{value=xxk*xkxx}"; !

s |

@override

public void writeExternal(final ObjectOutput out) { deny(); * |
A

| @Override |
“ public void readExternal(final ObjectInput in) { deny(); * ]

private static void deny() { throw new UnsupportedOperationException("Not allowed”); } |

! _ R | omega
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Top 10 2010

A1 - Cross Site Scripting (XSS)

A2 - Injection Flaws

A3 - Malicious File Execution

A4 - Insecure Direct Object Reference

A5 - Cross Site Request Forgery (CSRF)

ABG - Information Leakage and Improper Error Handling
A7 - Broken Authentication and Session Management
A8 - Insecure Cryptographic Storage
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A10 - Failure to Restrict URL Access

Top 10 2004

A1 - Unvalidated Input

A2 - Broken Access Control
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A4 - Cross Site Scripting
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AG - Injection Flaws
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A10 - Insecure Configuration Management




XML AND A BILLION LAUGHS

@ X |\/| L o

o o=\ lom o=\
@ E@g omega

y @DanielDeogun @danbjson #SecureByDesign #Jfokus poing




INTERNAL XML ENTITY

e Powerful constructs that allow simple abbreviations
in XML

e Defined in the Document Type Detinition (DTD)
and written in the form

<!ENTITY name "value">
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INTERNAL XML ENTITY

 <?xml version="1.0" encoding="UTF-8"
standalone="yes" ?>

<!DOCTYPE example |

<!ELEMENT example (#PCDATA)>
<!ENTITY title "Secure by Design'>
1>

| <example>&title;</example>

w
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INTERNAL XML ENTITY

 <?xml version="1.0" encoding="UTF-8"
standalone="yes" ?>

<!DOCTYPE example |

<!ELEMENT example (#PCDATA)>
<!ENTITY title "Secure by Design'>
1>

| <example>Secure by Design</example>

w
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A BILLION LAUGHS (XXE ATTACK)

e Billion Laughs attack is as simple as it is eftective

e [he main idea is to exploit the expandability
poroperty of XML entities by defining recursive
definitions that expand into a huge memory footprint
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A BILLION LAUGHS

|

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

- <!DOCTYPE 1lolz [ {
<!ELEMENT lolz (#PCDATA)> |
<!ENTITY lol "lol"> |

| <!ENTITY loll "&lol;&lol;&lol;&lol;&lol;&lol;&lol;&lol;&lol;&lol; ">
<!ENTITY lol2 "&loll;&loll;&loll;&loll;&loll;&loll;&loll;&loll;&loll;&loll; "> |
<!ENTITY lol3 "&lol2;&lol2;&lol2;&l0ol2;&l0l2;&1012;&1l012;&1012;&1l012;&1012; ">
<!ENTITY lold "&lol3;&lol3;&lol3;&l0ol3;&l0l3;&1013;&1l013;&1l013;&1013;&1013; "> ‘
<!ENTITY lol5 "&lol4d;&lold;&lold;&lold;&lold;&lold;&lold;&lold;&lold;&1l0l4d; "> |
<!ENTITY lol6 "&lol5;&lol5;&lol5;&l0l5;&l0l5;&1015;&1015;&1015;&1015;&1015; "> \
<!ENTITY lol7 "&lol6;&lol6;&10l6;&1l0l6;&1l0l6;&1016;&1016;&1016;&1l016;&1016; ">
<!ENTITY lol8 "&lol7;&lol7;&lol7;&lol7;&lol7;&lol7;&lol7;&l0ol7;&1l0l7;&1017; ">
<!ENTITY 1lol9 "&lol8;&l0l8;&l0l18;&l018;&1018;&1018;&1018;&1018;&1018;&1018;">

i\ 1> \
<lolz>&lol9;</lolz> '
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A BILLION LAUGHS

Il
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|
H
|
|
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A BILLION LAUGHS

Il

1018101810181018101810181018101810181018

|
H
|
|
1
|
|

@DanielDeogun @danbjson #SecureByDesign #Jfokus



A BILLION LAUGHS

lol710l1l710l1l710l710l1l710l1l710l1l710l1l710l710l1l710l1710l1l71o0l710l1l710l1l710l1710l1l710l1l710l171017 |
lol710l1l710l1l710l710l710l1l710l1l710l1l710l710l1l710l1710l1l71o0l710l1l710l1l710l1l710l710l1710171017 |
lol710l1l710l1l710l710l1l710l1710l1710l1l710l1710l1710l1l710l1l710l1l710l1l710l1710l1710l1710l1710l171017
lol710l1l710l1l710l710l1l710l1710l1710l1710l1710l1710l1l710l710l1l710l1l710l1710l1710l1l710l1l710l171017
lol710l1l710l1l710l710l1l710l1710l1710l1710l1710l1710l1l710l710l1l710l1l710l1710l1710l1l710l1l710l171017

|
H
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1
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|
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A BILLION LAUGHS

Il

After a few more expansions..

|
H
|
|
1
|
|
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A BILLION LAUGHS
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ANALYSIS - A BILLION LAUGHS

e How's this possible?

e \Where does the vulnerability lie?

e How can we protect against XXE attacks?
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p— . ___ S e —

DocumentBuilderFactory factory = DocumentBuilderFactory.newInstance();
factory.setExpandEntityReferences(false);

factory.setFeature(
"http://javax.xml.XMLConstants/feature/secure-processing", true);

factory.setFeature(
"http://apache.org/xml/features/disallow-doctype-decl”, true);

factory.setFeature(
"http://xml.org/sax/features/external-general-entities'", false);

factory.setFeature(
"http://xml.org/sax/features/external-parameter-entities", false);

factory.setFeature(
"http://apache.org/xml/features/nonvalidating/load-external-dtd"”, false);

— - - — p— = — ————————— ——— —— R — e E—— — — — _ ___ [ I
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CONFIGURING THE XML PARSER



ANALYSIS - RELYING ON PARSER CONFIG

e \What happens it we forget a setting” ”

e Does all parsers behave the same way”

e How do you know which settings to apply?

 Does this protect against XXE attacks?
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SECURITY IN DEPTH

e Multiple layers of security

e Not enough to breach one layer

e Makes it really hard to hack a system
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SECURITY IN DEPTH

? ) | House without locks

| '

;

|

i

Strong fence | z : ﬁ ‘
| |
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SECURITY IN DEPTH

| House with
|

ﬂg\ | P - LOCKED doors

Patrolling guard |
* M0 e S L i ~_ Locked safe

Strong fen A
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CUSTOMER XML

e Assume we want to exchange Customer data
between services

— e ———

|

<customer>
‘ <phone>212-111-2222</phone>
<email>jane.doel@example.com</email>
<address>

<street>Fifth Ave</street>

<city>New York</city>

<country>USA</country>
</address>
- </customer>
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CUSTOMER XML

e Before parsing the XML, we should verify that it only
contains valid elements

* [his can be done using a lexical scanner
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LEXICAL SCANNER

|
|
I\

public class LexicalScanner A

* public static boolean isValid(final InputStream data) { ‘
notNull(data);

try { |
final SAXParser saxParser = SAXParserFactory.newInstance().newSAXParser(); |
final ElementHandler handler = new ElementHandler();
saxParser.getXMLReader() (
.setProperty(“http://xml.org/sax/properties/lexical-handler", handler); |
saxParser.parse(data, handler); 1
return true;
} catch (Exception e) {
return false; h
}
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|

@DanielDeog|

}

LEXICAL SCANNER

publlc class ElementHandler extends org.xml.sax. ext DefaultHandler2 {

private static final Set<String> VALID ELEMENTS;

static {
VALID ELEMENTS

VALID_ELEMENTS.
VALID_ELEMENTS.
VALID_ELEMENTS.
VALID_ELEMENTS.
VALID_ELEMENTS.
VALID_ELEMENTS.
VALID_ELEMENTS.

}

@Override

public void startElement(final String uri, final String localName,
final String gName, final Attributes attributes) {
notNull(gName);

= new HashSet<>():

add("customer");
add("email");
add ("phone");
add("address");
add("street");
add("city");
add("country");

inclusiveBetween(1, 100, gName.length(),

}

@Override

format("Invalid element length. Got:
isTrue(VALID ELEMENTS.contains(qgName.tolLowerCase()), "Invalid element found."

public void startEntity(final String name) {

throw new IllegalArgumentException("Entities are illegal");

}

|

%s characters", gName.length()));

);
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| private
private
private
private
private
private

}

}

CUSTOMER

public final class Customer {

final
final
final
final
final
final

Address address;

Email email;

PhoneNumber phoneNumber;
Street street;

City city;

Country country,;

public Customer(final InputStream data) {
notNull(data);

isTrue(LexicalScanner.isValid(data)):
// parse XML

// assign fields

// other domain logic

omega
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INTERESTING OBSERVATION

o By explicitly whitelisting valid elements in the —
Customer XML, we reject any XML that doesn't -
meet the domain requirements B

o By explicitly rejecting entities, XXE attacks are
avoided

e But you should still contigure the parser
accordingly (remember: Security in Depth)
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ORDER OF VALIDATION

1. Origin — |s the data from a legitimate sender?
2. Size — Is it reasonably big?

3. Lexical content — Does it contain the right
characters and encoding?

4. Syntax - Is the format right??

5. Semantics — Does the data make sense?

Attr: Dr. John Wilander
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OWASP ToP 10

H
llf

— E—

Top 10 2017

A1 - Injection

A2 - Broken Authentication

A3 - Sensitive Data Exposure

A4 - XML External Entities (XXE)

A5 - Broken Access Control

AG - Security Misconfiguration

A7 - Cross-Site Scripting (XSS)

A8 - Insecure Deserialization

A9 - Using Components with Known Vulnerabilities
A10 - Insufficient Logging&Monitoring

Top 10 2013

A1 - Injection

A2 - Broken Authentication and Session Management
A3 - Cross-Site Scripting (XSS)

A4 - Insecure Direct Object References

A5 - Security Misconfiguration

AB - Sensitive Data Exposure

A7 - Missing Function Level Access Control

A8 - Cross-Site Request Forgery (CSRF)

A9 - Using Components with Known Vulnerabilities
A10 - Unvalidated Redirects and Forwards

@DanielDeogun @danbjson #SecureByDesign #Jfokusl

Top 10 2010

A1 - Cross Site Scripting (XSS)

A2 - Injection Flaws

A3 - Malicious File Execution

A4 - Insecure Direct Object Reference

A5 - Cross Site Request Forgery (CSRF)

ABG - Information Leakage and Improper Error Handling
A7 - Broken Authentication and Session Management
A8 - Insecure Cryptographic Storage

A9 - Insecure Communications

A10 - Failure to Restrict URL Access

Top 10 2004

A1 - Unvalidated Input

A2 - Broken Access Control

A3 - Broken Authentication and Session Management
A4 - Cross Site Scripting

A5 - Buffer Overflow

AG - Injection Flaws

A7 - Improper Error Handling

A8 - Insecure Storage

A9 - Application Denial of Service

A10 - Insecure Configuration Management




AGENDA

. A Bank Robbery

: Secure by Design

»  Technical solution to XSS
. Domain Primitives

. Sensitive Data Exposure

Dan Bergh Johmsson
Danie! Deogun

: XML and a Billion Laughs el vt

e Automatic (security) unit tests

e Domain Primitives Applied on Legacy

e Fighting Entity Complexity
e (Cloud Thinking
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AUTOMATED (SECURITY)
UNIT TESTS

e Normal Behavior

e Boundary Behavior

e [nvalid Input Behavior

e Extreme Input

Behavior

@DanielDeogun @danbjson #SecureByDesign #Jfokus
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THE HOSPITAL CASE

omegda
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EMAIL ADDRESS DOMAIN RULES

e [he format of an email address must be local-part@domain :
e [he local part cannot be longer than 64 characters

e [he domain must be hospital.com = .

e Subdomains are not accepted

e The minimum length of an email address is 15 characters
e [he maximum length of an email address is 77 characters
e T[he local part may only contain alphabetic characters (a-z), digits (0-9), and one period

e [he local part may not start or end by a period

omeda
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TESTING NORMAL BEHAVIOR

e [ocus on input that clearly meets the domain rules

class EmailAddressTest {
@TestFactory
Stream<DynamicTest> should _be a_valid_address() {
return Stream.of(
'"Jane@hospital.com”,
'"Jane0l@hospital.com",
""'Jane.doe@hospital.com"
) .map(input —> dynamicTest("Accepted: " + input,
() —> new EmailAddress(input)));

omeda
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1ST VERSION OF
EMAILADDRESS

public final class EmailAddress A
|
’ public final String value;

‘ public EmailAddress(final String value) A
matchesPattern(value.toLowerCase(),
"~[a-z0-9]+\\.?[a-z0-9]+@\\bhospital.com$");

this.value = value.toLowerCase():

omeda
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EMAIL IS DEFINED BY THE
HOSPITAL DOMAIN

All possible strings |
Bt hla bla "”4534 RFC 5322 Emails

| r0ot@127.0.0.1 L \

| jane.doe@hospital.com

-~ <SCrl| pt>insta|| ...</scri pt>
Emails In the hospital domain

@DanielDeogun @danbjson #SecureByDesign #Jfokus
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public final class EmailAddress <

\
|

TESTING BOUNDARY BEHAVIOR
- ACCEPTANCE

e Accept an address that's exactly 15 characters long.
e Accept an address with a local part that's 64 characters long.

e Accept an address that's exactly 77 characters long.

}

public final String value;

public EmailAddress(final String value) {
matchesPattern(value.toLowerCase(),
"~(?=[a-20-9.@]1{15,77}$) [a-z0-9]+\\.?[a-z0-9]+@\\bhospital.coms$");

this.value = value.toLowerCase():

}

@DanielDeogun @danbjson #SecureByDesign #Jfokus
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TESTING BOUNDARY BEHAVIOR
- REJECTION

e Reject an address that's 14 characters long

e Reject an address with a local part that's 65 characters long

e Reject an address with a local part containing an invalid character

e Reject an address with multiple '@' symbols

e Reject an address with a domalin other than hospital.com

e Reject an address with a subdomain

e Reject an address with a local part that starts with a period

e Reject an address with a local part that ends with a period

e Reject an address with sequential periods In the local part

omeda
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TESTING BOUNDARY BEHAVIOR

- REJECTION

@TestFactory
Stream<DynamicTest> should_be rejected() {
\ return Stream.of(
"a@hospital.com",
' repeat("X", 65) + "@hospital.com"

""'Jane@doe@hospital.com",
""Jane.doe@hospital.se",
""Jane.doe@hospital.1i0",
'"Jane.doe@hospital.gov",
'"Jane.doe@example.com",
‘““Jane.doe@cardio.hospital.com",
".jane.doe@hospital.com"”,
'"Jane.doe.@hospital.com",

""Jane. .doe@hospital.com")

.map(input —> dynamicTest/(

’

"address_with_invalid_char_in_local_part@hospital.com",

"Rejected: " + input,
assertInvalidEmail(input)));

@DanielDeogun @danbjson #SecureByDesign #Jfokus
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2ND VERSION OF
EMAILADDRESS

public final class EmailAddress A

' public final String value;
public EmailAddress(final String value) {
matchesPattern(value.toLowerCasel(),
"A(?=[a-20-9.@1{15,77}%$)[a-z0-9]+\\.?[a-z0-9]+@\\bhospital.com$");

this.value = value.toLowerCase():

omeda
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TESTING WITH
INVALID INPUT

e Any input that doesn't satisty the domain rules is
considered invalid

e [or some reason, null, empty strings, or "strange’
characters tend to result in unexpected behavior

omeda
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TESTING WITH INVALID INPUT

@lTestFactory

‘Stream<DynamicTest> should_reject_invalid_input() {
‘ return Stream.of(

| null,

« "null”,

"nil",

IIQII ,

4
i

"t

"“\n",
""John.doe\n@hospital.com",
" @hospital.com",
"%20@hospital.com",

""John.d%20e@hospital.com"”,
"John.doe. jane@hospital.com",

"example@ hospital . ¢ o m",
"=0@$%"%;<!—=>. :\\ ()&H#\"",

}

"O@E£$0§ | [ 1= eQé®tpiiren ~Bof, Vafige™st=c<> ' ,..")
.map(input —> dynamicTest("Rejected: " + input,
assertInvalidEmail(input)));

@DanielDeogun @danbjson #SecureByDesign #Jfokus
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3RD VERSION OF
EMAILADDRESS

public final class EmailAddress {
public final String value;
public EmailAddress(final String value) {
notNull(value, "Input cannot be null");
matchesPattern(value.toLowerCasel(),
"~(?=[a-z0-9.@1{15,77}%) [a-z0-9]+\\.?[a-z0-9]+@\\bhospital.com$");

this.value = value.toLowerCase():

omeda
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TESTING WITH INVALID INPUT
- IDENTIFYING EVENTUAL EXPLOITS

e [dentifying input that eventually exploits a weakness In
the system Is especially interesting because it's the
underlying basis of 2nd order injection attacks

omeda
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TESTING WITH INVALID INPUT

- SIMPLE SQL INJECTION

e As it turns out, the email address is used in SQL queries

@TestFactory

Stream<DynamicTest> should reject SQL() {
| return Stream.of
| "'or%20select *",

"admin'-=-",
"<>\"'%7) (84",
"'%$200r%20' '="",
"'%200r%20'x'="x",

ll\ll%zoor%zo\"x\"=\"x" ,
"')%200r%20( 'x'="x",

"0 or 1=1",
' or 0=0 --",
ll\ll or O=O __ll )
.map(input -> dynamicTest( Rejected: " + input,

assertInvalidEmail (input)));

@DanielDeogun @danbjson #SecureByDesign #Jfokus
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TESTING THE EXTREME
- WITH THE PURPOSE OF BREAKING THINGS

e Jesting the extreme is all about identitying weaknesses
N the design that makes the application break or
behave strangely when handling extreme values.
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TESTING THE EXTREME
- WITH THE PURPOSE OF BREAKING THINGS

e [his clearly doesn't meet the domain rules

@TestFactory
Stream<DynamicTest> should reject_extreme_input() {
| return Stream.<Supplier<String>>of(
| () — repeat("X", 10000),
() —> repeat("X", 100000),
() —> repeat("X", 1000000),
() —> repeat("X", 10000000),
() —> repeat("X", 20000000),
() —> repeat("X", 40000000))
.map(input -> dynamicTest("Rejecting extreme input",
assertInvalidEmail(input.get())));
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FINAL VERSION OF
EMAILADDRESS

public final class EmailAddress { )

|
|

.~ public final String value;

public EmailAddress(final String value) {
notNull(value, "Input cannot be null");
matchesPattern(value.toLowerCase(),
"A(?=[a-z0-9.@1{15,77}%$) [a-z0-9]+\\.?[a-z0-9]+@\\bhospital.com$");

this.value = value.toLowerCase():
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DOMAIN PRIMITIVES IN
ACTION ON LEGACY

Green Field Brown Field

VS

L — T ———————

https://flic.kr/p/Q7zV https://creativecommons.org/licenses/by-sa/2.0/ https://flic.kr/p/djYc9H https://creativecommons.org/licenses/by/2.0/
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THREE STEPS

Draw the line Untangle inside

Harden your API

' ,1

https://flic.kr/p/nEZKMd i el ClE

https://creativecommons.org/licenses/by/2.0/

https://creativecommons.org/licenses/by/2.0/

————————— EE—

https://flic.kr/p/YQfS6s
https://creativecommons.org/licenses/by/2.0/
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“DRAW THE LINE?”
- FIND A SEMANTIC BORDER

public void checkout(final int roomNumber) {
new RoomNumber(roomNumber); //throws exception if invalid

houseKeepingService.registerForCleaning(roomNumber);
minibarService.replenish(roomNumber);
// other operations ...

}

public void checkout(final int roomNumber) { . |
1f ('RoomNumber.isValid(roomNumber)) { *
reporter.logInvalidRoomNumber (roomNumber) ;

} https://flic.kr/p/nEZKMd https://creativecommons .org/licenses [by/2.0/

houseKeepingService.registerForCleaning(roomNumber);
minibarService.replenish(roomNumber);
// other operations ...

b | e % omeda
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“DRAW THE LINE” DEMO

Customer

Management

addAddress(String street, String zip, String city)

print(String streetline, String cityline) | — ————

Address Importer Envelope Printer

Nordin Backe 92 Nordin Backe 92
66024, Ramstalund 66024, Ramstalund
Arthurliden 6063 Arthurliden 6063
64036, Gemla 64036, Gemla
Smastigen 5309 Smastigen 5309
95160, Ronneshytta 95160, Ronneshytta

A omegda
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“DRAW THE LINE’>” MEMO

e Soft check - observe and log data quality
e Canonical form

e Bad data

®* Hard check

https://flic.kr/p/nEZKMd https://creativecommons .org/licenses [by/2.0/
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HARDEN YOUR API
- ENFORCE DATA QUALITY

Harden your API

(3eneric public void checkout(final int roomNumber)

Enforce data quality

https://flic.kr/p/YgfS6s

N/ https://creativecommons.org/licenses/by/2.0/

Specific public void checkout(final RoomNumber roomNumber)
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UNTANGLE INSIDE

- CLUTTERED ENTITY

'class Order A
| private ArraylList<Object> items;
private boolean paid;

public void addItem(String isbn, int qty) {
if(this.paid == false) {
notNull(isbn);
inclusiveBetween(10, 10, isbn.length());
isTrue(isbn.matches("[0-9X]x"));
isTrue(isbn.matches("[0-91{9}[0-9X1"));

Book book = bookCatalogue.findByISBN(isbn);

if (inventory.availableBooks(isbn) >= qty) {
items.add(new OrderLine(book, qty));
}

}
}

//0ther logic...

@DanielDeogun @danbjson #SecureByDesign #Jfokus
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|

DE-CLUTTERED ENTITY

'class Order {

private ArrayList<Object> items;
private boolean paid;

public void addItem(ISBN isbn, Quantity qty) {
notNull(isbn);
notNull(qty);

if(this.paid == false) {
Book book = bookCatalogue.findByISBN(isbn);

if (inventory.availableBooks(isbn).greaterOrEqualTo(qgty)) {
items.add(new OrderLine(book, qty));
s

s
I3
//0ther logic...

@DanielDeogun @danbjson #SecureByDesign #Jfokus
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THREE STEPS

Draw the line Untangle inside

Harden your API

' ,1

https://flic.kr/p/nEZKMd i el ClE

https://creativecommons.org/licenses/by/2.0/

https://creativecommons.org/licenses/by/2.0/

————————— EE—

https://flic.kr/p/YQfS6s
https://creativecommons.org/licenses/by/2.0/
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AGENDA

. A Bank Robbery

: Secure by Design

»  Technical solution to XSS
. Domain Primitives

. Sensitive Data Exposure

Dan Bergh Johmsson
Danie! Deogun

- XML and a Billion Laughs arel vt

. Automatic (security) unit tests

. Domain Primitives Applied on Legacy | T P

e Fighting Entity Complexity
e (Cloud Thinking
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FIGHTING ENTITY COMPLEXITY

Entity Snapshot Entity Relay

https://flic.kr/p/2TgFFE https://creativecommons.org/licenses/by-sa/2.0/ https://flic.kr/p/eingkQ https://creativecommons.org/licenses/by/2.0/
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ENTITY SNAPSHOT
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ENTITY SNAPSHOT

. OnlineShop

Order(Snapshot)

"Q
B\
X
B \:q
"
\
%

.OrderService

OrderRepository

A\
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ORDER(SNAPSHOT)

1public class OrderSnapshot {

\ final public OrderID orderid;

| final public CustomerID custid;

final private List<OrderItem> orderItemList;

\ public OrderSnapshot(OrderID orderid,

CustomerID custid,

List<OrderItem> orderItemList) {
this.orderid = notNull(orderid);
this.custid = notNull(custid);
this.orderItemList =

Collections.unmodifiableList(notNull(orderItemList);

checkBusinessRuleInvariants();

}

public List<OrderItem> orderItems() { *
return orderItemList:
¥

public int nrItems() {
return ..
}

private void checkBusinessRuleInvariants() {
validState(nrItems() <= 38, "Too large for ordinary shipping");
s

! omegda
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FIGHTING ENTITY COMPLEXITY

Entity Snapshot Entity Relay

https://flic .kr/p/2TgFF https://creativecommons.org/licenses/by-sa/2.0/ https://flic.kr/p/eingkQ https://creativecommons.org/licenses/by/2.0/

@DanielDeogun @danbjson #SecureByDesign #Jfokus



https://flic.kr/p/2TqFF

ORDER STATES ALL OVER

Online order of books
can be in many states N lost

(mlsplace\q

end states
//@ \\\ . /

/ deli )
P / delivereg
(/ . ) N
N paid
> e
e (retocs
co Iete n paid </&—\
NN under refurn
&\ - ut paymgnt rejected
P Y <returned

under configur;ion

/

start

@DanielDeogun @danbjson #SecureByDesign #Jfokus

ome
point.

a



TWO VIEWS OF ENTITY STATES

Two WS oF Look/nvg AT THE SAME LIFE
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ORDER PHASES

Online order of books \
can be in many states - _Iost
misplaced

Orders that are
"definitive”, that is paid

and thus shipped

Here we pass from = PP
one group of states /@ . _—

to another group e ’ .

_ﬂ 7 N
Raid
rejecte
/

(under refurn

returned

Orders that are

“preliminary”, because Orders that was
they are not paid yet "rejected” on delivery

| omeda
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ORDER PHASES

Book order viewed as

a chain of three entities
each with its own states

1Definitive order

misplaced

N\

APreliminary order}-

start

ugc'er configur

ut payment rejected

) 2 /"\ .
P delivereg
Gives rise to N rejected o dehvery

gwes4+se4

Rejected order
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AGENDA

. A Bank Robbery

: Secure by Design

»  Technical solution to XSS
. Domain Primitives

. Sensitive Data Exposure

Dan Bergh Johmsson
Danie! Deogun

- XML and a Billion Laughs arel vt

. Automatic (security) unit tests

. Domain Primitives Applied on Legacy | T P

. Fighting Entity Complexity
e (Cloud Thinking
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CLOUD THINKING

Externalized
Configuration

Stateless Process

Service Discovery

omega
point.
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EXTERNALIZED
CONFIGURATION

Credntia\s

) .— OS version

Secrets —

Profile Server address
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STATELESS PROCESSES

Stateless - no client state
between calls

Share nothing - except
through backing services

Backing database of orders
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SERVICE DISCOVERY

Register me

omeda
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THREE R’S

Secret

Secret

omegda
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AGENDA

. A Bank Robbery

: Secure by Design

»  Technical solution to XSS
. Domain Primitives

. Sensitive Data Exposure

Dan Bergh Johmsson
Danie! Deogun

- XML and a Billion Laughs arel vt

. Automatic (security) unit tests

. Domain Primitives Applied on Legacy | T P

. Fighting Entity Complexity
$ Cloud Thinking
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THERE’S A BOOK ...
IN PROGRESS...

Design secure

software without
‘thinking™ about
security -

Dan Bergh Johnsson
Daniel Deogun
Daniel Sawane

Discount code
. - ctwjfokus18
| (40% off)
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KEY TAKE AWAYS

e (Good design can yield a lot of security benefits
® Secure by design is a mindset

e Domalin primitives enhances security in depth
e Model sensitive data In each context

e Reduce complexity of entities

e [he three R's significantly reduces the attack window
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