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Say Hello to Your Software Supply
Chain...
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Average number of new OSS
Projects coming to market per day

1,096 new projects per day
10,000 new versions per day

14x releases per year



B Java (maven) components

B JavaScript (npm) packages
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80% to 90% of
modern apps
consist of

assembled
components.

Components
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TIME TO REPAIR OSS COMPONENTS

19,445 22 o

15.8% fixed the 119 days
vulnerability 4 MedianTTR

122,802

components with
known vulnerabilities






COMMONS COLLECTION

CWE-502
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In 2016, the defect download ratio for Java components was 1-in-18

6.2% .

2015

2014




DEFECT PERCENTAGES FOR JAVASCRIPT
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APACHE STRUTS2 MEAN TIME TO REPAIR

‘ Apache fixed the 0 days
vulnerability MeanTTR

CVE ID: CVE-2017-5638 March 7
March 7
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Struts2 - 2017-10-02 - Release Report
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TRUSTED SOFTWARE SUPPLY CHAINS

Warehouses

5.5%

component
downloads
are vulnerable
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Manufacturers
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THE REWARDS ARE IMPRESSIVE

90% 34,000 48%

improvement in time to hours saved in n applicatio
deploy 90 days q aI ity



Three Takeaways

1. Have a Software BoM for each application so you know what OSS you are using
2. Shift Left! Empower developers by giving them information into their IDEs

3. Add checks at every stage to ensure you don’t pass defects downstream
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Step 1 - Create your own BoM

sonatype.com/appscan

£ Sonatype

Stefania Chaplin

Solutions Engineer EMEA at
Sonatype

Get precise intelligence about
the open source components
used in your applications.

sonatype.com/appscan

: sonatype.com/appscan
schaplin@sonatype.com
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