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Large Scale Exploit

March 9
Equifax applications 
breached through 
Struts2 vulnerability

AprMar May Jun Jul Aug Sept

March 7
Apache Struts releases 
updated version to 
thwart vulnerability
CVE-2017-5638 

July 29
Breach is discovered 
by Equifax. 

Probe Crisis Management



“You cannot inspect quality into a product.”
W. Edwards Deming

Out of the Crisis
1982
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@devopsbabe



Say Hello to Your Software Supply 
Chain…



1,096 new projects per day

10,000 new versions per day

14x releases per year

• 3M npm components
• 2M Java components

• 900K NuGet components
• 870K PyPI components
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80% to 90% of 
modern apps 

consist of 
assembled 

components.



NOT ALL PARTS ARE CREATED 
EQUAL



233 days 
MeanTTR

119 days
MedianTTR

122,802 
components with 

known vulnerabilities

19,445
15.8% fixed the 

vulnerability

TIME TO REPAIR OSS COMPONENTS



9 years later, vulnerable 
versions of Bouncy Castle 
were downloaded…

11M

CVE-2007-6721
CVSS Base Score: 10.0 HIGH
Exploitability Subscore: 10.0

23M

2007 2016

BOUNCY CASTLE



18,330,958
78% downloads were vulnerable

COMMONS COLLECTION
CWE-502

23,476,966
total downloads in 2016



@weekstweets



DEFECT PERCENTAGES FOR JAVASCRIPT



0 days 
MeanTTR

CVE ID: CVE-2017-5638
March 7

Apache fixed the 
vulnerability

March 7

APACHE STRUTS2 MEAN TIME TO REPAIR



TIME TO RESPOND BEFORE EXPLOIT
Source: Adapted from IBM X-Force / Analysis by Gartner Research (September 2016)
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“Emphasize performance of the entire system 
and never pass a defect downstream.”

Gene Kim
The Phoenix Project

2013



Early 
Visibility



Software 
Bill of 
Materials



TRUSTED SOFTWARE SUPPLY CHAINS



THE REWARDS ARE IMPRESSIVE

90%
improvement in time to 

deploy

34,000
hours saved in

90 days

48%
increase in application 

quality



1. Have a Software BoM for each application so you know what OSS you are using
2. Shift Left! Empower developers by giving them information into their IDEs
3. Add checks at every stage to ensure you don’t pass defects downstream

Three Takeaways



schaplin@sonatype.com

Step 1 - Create your own BoM

sonatype.com/appscan

@devopsbabe




